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Abstract

Visual cryptography is characterized by its decryption process that is done by human
eyes, that is, thereis no need for computers and complex decryption algorithms. Consequently,
it is a good solution while computers are not available for decryption. Most visual
cryptography methods are based on the technique of pixel expansion; therefore, the size of
each shareis larger than that of the secret image. Pixel expansion not only results in distortion
of shares, but also consumes much more storage space. Besides, most visual cryptography
schemes are limited to share only one secret image, whereas the ability to share multiple
secret images is not available. In this paper, we propose a method to share multiple secret
images without pixel expansion. Our method uses the concept of probability and considers
both security and contrast to construct a multi-objective optimization model. To solve the
optimization problems, we employ genetic algorithms. Experimental results show that our
method is effective in sharing multiple secret images without pixel expansion. Additionaly,
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experimental results also indicate that genetic algorithms can find satisfactory solutions.

Keywords:. Visual Cryptography, Visual Secret Sharing, Genetic Algorithms
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P={1,2 .., N} (participants) 2"
P (power set) P r=(,,F,Q)
(access structure) [19] F,0 2°
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s s SEvse “OR’ X=
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|P| 2ol
|Pl=3
(. ..y, .2, . )yc, . )y, ., )y, )
C. . ) C. )
(encryption rule) |T]
2|TI 2IPI
2|TIX2|P|
(2, 2)-threshold
(Sj1 S2)
S1 S2 j Si3 S1
(Sj1 v Sp) 0 1 Cy (&) J
( ) S1

FC11 = 811xC11 + S21xC12 + S31xC13 + Sa1xC14 = 0.5
FCxn 0.5 (FC2 = S11xCo1 + S21xCop + S31xCo3 + Sa1xCo4 = 0.5)

S1 (FCn =
FCy) 2 (FC1
= 0.5, FCy = 0.5) 2 (S1+S2)
QC11 = 813xC1y + S23xC12 + S33xCrg + SaaxCra =
05 OC21 = 513xCo1 + S23xCop + S33xCo3 +
SazxCos =1
s1 2 (S1+S2) st 2 S+
Sll =0 S12 =0 Slg =0 Cll =05
521:0 S22: 1 S23: 1 C12:0.0 _ _ _
0 Su=1 S =0 Sm=1 C1a=0.0 FCi31=05| FC;,=05| 0QCy; =05
S41:1 S42: 1 S43: 1 Cl4:O.5
Sll =0 S12 =0 Slg =0 C21 =0.0
Sz]_ =0 S22 =1 S23 =1 C22 =05 _ _ _
1 Su=1 S2=0 Sm=1 Cri= 05 FCy =05 | FC;=05| 0Cy;;=1.0
S4;|_ =1 S42 =1 S43 =1 C24 =0.0

@ (b) S1 (o) 2 (d) S1+S2
(300x300 pixels, 300 dpi)
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s1 ) (S1+S2) S1 2 (S1+S2)
Su=0 | Sp=0 | S5=0 |Cp=025
0 gz =2 gz —= g;z — giz — 022 FCu=05 | FCp=05 | 0Cy=075
Sp=1 | Sp=1 | Sp=1 | Cu=025
S1=0 | S,=0 | S13=0 | Cx=000
1 gz = 2 :Zz = (1) gz = 1 gz = 8:;2 FCpn=0.75 | FC»=075| 0Cu=10
Sn=1 | Sp=1 | Swp=1 | Cu=050
@ (b) S1 (o) | (d) S1+S2
(300x300 pixels, 300 dpi)
(OC21 > OCn) ( )
(S1+S2) (OC11 <
0Cy) S1 2 (FCu < FCxn, FCy2 <
FC2) ( )
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{FCuy,
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o3 SI 2 S3 c1 G2 O3 Sl
S2 S3
o1 O2 O3
S1 &2 S3 o1 O2 O3 S1 &2 S3
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Ry . S FCy (k=1,...,|F]) OCy (h=1,....10)
(121,,2| I, (]:1 2|P|jr;1:1 IPl) C,]
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Roi=0 | Ropp=1 |28=L 1 S0=0 1 S0 1 Cu | 5 v | B 8 | B |35 8 15358 | %%
S5:=0 | S5p=1 | Ssa=1 | Co5 | O HII 52 ’\|>| S “I7I 5 B’(P H|| 52 c’}? '\I)I 53 B’(P QI)I
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S71=1 [ 875=0 | S75=1 | Co7 | B 8 R % % %
Se1=1 | Sep=1 | Sga=1 | Css
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SF :|QC11_QC21| oy (o7)
(S1+82) ( )
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( o1
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(Cy i=1,234 ;=12 ..98)
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Ri2,..., Rir] 171=2 R; = [0, 1]
S = [S/‘n]
2P| P| S, € {0, 1} S
P 3 8j =[S, S2s -+ Sjel]
IP|=3 S;=[1,0,0] j
C=[Cy]
pad vl Cy € [0, 1]
2\1’\
ijlci/ -
c &7 J S; i R;
AS T2P3
001 1]
R= (2
01 1
00010111
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01001011
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Co Cpp Ci Cu Cp Cp Cp Cu4
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FC,'k i Xk e F
FCy
[FC, ]= Cx(OR(S, X,) | OR(S, X,) || . | OR(S, X ;) (5)
|71
Xk
FClk =FC2k :...:Fczmk
Xk
X
FCy ,FCy o, FC . G,
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Y FC,
FC, = (6)
Z\T\
7l
S (Fc, - FC, )
G, = = (7)
2\T\
o Xk
Xk
o, Xk Ok
Xk G, =0 Xk
3.
oCy, i Yy,eQ
OCiy
[0C, 1= Cx(OR(S,7,) | OR(S, 1,) ||| OR(S. Y,,)) )
{chh’ OCys - QCz‘”h} Q(Y3)

={QC,-h‘R =1 where g = Q(Y,),i=12,.., 2"

Q(Yz)

w,= {QCih ‘R,«g =0, where g = Q(Yh ), i=12,..., 2|T|}

Yh bh Wh
1 2
b, :W'Z(QCM ‘R, ) where g = Q(Y) 9
i-1
o7
w, —%-Z(QCM -(1 R )) where g = Q(Y,) (10)
i=1

Yy
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o, =b,-w, (11)
O(,h Yh
&,
%
(inverse) [19]
o, =|b, - w,l (12
(11)
A
4,
Bh Yh
Wi
Y, By W,
By W,
c, o) B, W
ol
2
, Zl(QCih - bh) ’ Rig
o, =\+= T , where g = Q(Y,), (13)
2IT1
2
Z(Qcih - Wh) ’ (1_ Rig)
o, =\ T , where g = Q(Y,) (14)
Y, s, o)
171=1 s, o) 0
5.
VY=(T,P,F,Q,Q)
Y
VY=(T,P,F,Q, Q) (15) (25
2ol
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1
XeF |F]
YeQ 2x|0|
YeQ
0]
max. o, =b, —wh,forh=1,2,...,|Q|.
st. o, =0, fork :l,2,...,|F|,
o, =0, forh=12,..,[0,
c, =0, forh :1,2,...,|Q|, (15)

2‘13‘

. T|
Z;c,, =1 fori=12,..,2",
J=
C, [0, fori=12,..,2",j=12..,2".

1.
(Genetic Algorithms; GAS) 1970 Holland [14]
GAs (population) (chromosomes) (genetic
operators)
GAs (fitness function)
GAs (reproduction)
(crossover) (mutation)
(mating pool)
GAs
(multi-modal)
(multi-objective) GAs (parameter set)
( )
GAs
[4, 8, 18]
2. AS T2P3

1)
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Xio X1 Xi2 X3 Xig Xis X X7 Xig

)
“Hamming cliffs’ [9, 18]
[9] 32 Cij i=1,234,;=12,...,8
(1) 10 11 0 1
7 (X M X2 X3 X X's X X ’17) 7
0 1 8 C; Ci
( ) (X11 .. X17, X21 .. X27, X31 .. X37, X41 .. X47)

(Xil, Xi2, Xi3, Xid, Xi5, Xi6, xi7) 0 1 7

(X i1y X 2, X i3, X 'iay X 'i5, X 'i6, X ’17) = Sort(xil, Xi2y Xi3, Xidy Xi5, Xi6, Xi?) xi0=0 x"g=1
i:1,2,3,4 C,-ij’,-j-
x’iJ_l i=1,234,;=12,...,8

@)
Ai(x) = a1 = 0.5(0QCx +
OCuay - OQC11- QC21)  fa(x) =02 =0.5(QC2% + QCs2 - QC12- OC3)  f3(x) = a3 = 0.5(QCs3 +
0Ci-0C13-0C8) L o2 fs
(penalty function approach) 1 9

cD(x):Zs:Gi +Yo/+>c) (16)

D(x)
Fix) = filx) - Dx)  Falx) =fa(x) - D(x)  Fa(x) = f3(x) - D(x)
3
(weighted-sum approach)
F(x) = Fi(x) + Fa(x) + F3(x)

©)
(binary tournament
selection)



32

(4)

Crossover; SBX) [10] SBX

(Simulated Binary

(offspring solutions) (parent
solutions)
SBX (distribution index) Ne
(search power)
©)
Vi 1 Xi )Cl-(U) Xi(L)
Xi
v =il = x4 2t 1
7 0 1
1.
AS T2P3
C
(0,0) (0,0,00 (0,0,1) (0,1,00 (1,0,00 (0,1,1) (1,1,
0 (1,0,1) (1,11 01 01 01 01 01 00 00 05
0, 1) 00 02 02 00 00 01 01
0.4 (1,0) 00 00 00 0.2
04 01 01 02 (1,1 0.0 0.0
00 00 04 03 03 00 C
S1 S2 S3 61=0 62,=0 o03=0
S1 2 S3 ( (®@-(0) (S1+S2) (S2+S3) (S1+S3)
400
28
1.0
0.01/per gene
SBX n.=2

100
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AS T2P3
01 01 01 01 01 00 00 05
oo 00 02 02 00 00 01 01 04
100 00 00 02 04 01 01 02
00 00 00 00 04 03 03 00
6,=00 ! =00 o) =00 |a,=02(w,=08,b,=10)
6,=00 o) =00 o) =00 |a,=02(w,=08,b,=10)
6,=00 . =00 o} =00 |ay;=02(w,=08,b,=10)

(b) S2

(d)S1+s2 T (0) S+S3 i (f) S1+S3

AS T2P3 (512x512 pixels, 300 dpi)
o1 = 0.2 O = 0.2 o3 = 0.2 100%

Glb =0, G;’ =0, (55 =0, Giv =0, (5; =0 o) =
(SI+S2) (S2+S3) (S1+S))
( (d)-(f))
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(15)
O @ c, o) 0 c;,=0 o,=0
max. a, =QCy, —0C,,, forh=12,..,|0|
st. o, =|FCy, —FCqy|=0, fork=1,2,...|F|,
2l Pl
> C; =1, fori=0,1, (18)
gfj €[0,1, fori=0,Land j=1,2,.., 27,
QCox (OCu1) ( ) Y, e Q
FCo (FCy) ( ) X, e F
( (18) )
( (19 ) (18)
r=(P,FO0)
I'=(,F, Q) P={1,23 F={{1},{2}, {3}, {1,
3 0={{1,2,{23},{1,2 3}} (©)

C — |:C01 C02 COS C04 C05 CO6 CO? COS i| (19)

C111 C12 C13 C14 ClS C16 Cl7 C18

max. o, =(C13 +Cy +Cs+C+Cpy + Cls)_(COS +Co +Cos +Cp6 +Cy + Cos)-
max. o, =(C12 +C+Cs +C +Cy +C18)_(C02 +Co+ Cos + Cog + Cop + Cos)-

max. o :(Clz +C+Cy +Cs +Cg +Cpy + C18)_(C02 +Co3 + Coy +Cos + Cog + Cp + Cos)-

st. 6, =|(Cy +Cis +Cpy + Cpg)—(Coy + Co + Coy + Cog ) =0,
O, z‘(ClS +C5 +Cg + ClB)_(COS +Cos + Co + C08)1 =0, (20)
O3 :‘(Clz +Cy5+ Cpy +Cyg) = (Cop + Cos + Cyy +C08X =0,
G4 :‘(Clz +C14 +C15 + ClG + C17 + C18)_(C02 + C'04 +C05 +Coe +C07 + Cos] =0,

8

Z;C,.j =1, fori=0,1,

=

0< Cl.j <1, fori=0,1and j=12,..,8.

(20)
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05 00 00 00 00 00 00 05
00 00 05 00 00 00 05 0.0

0, =0.0 oq =05 (QCO]_ = 05, QC;L]_ = 10)
o, =0.0 o, =05 (QCoz = 0.5, QC12 = 1.0)
G3 =0.0 Oy =05 (QCog = 05, QC13 = 10)
c,=0.0

ok

() S1+S3 ' (g) S1+S2+S3
(600x200 pixels, 300 dpi)

3.
(15)
Y=(T,P,F, Q, Q)
Y =(T,

P, F, 0, Q) 7={1,23 P={12 F=0 0={{1},{2},{1,2}}

L, Y={3

o ={2 Y113
3 Y={12
0, otherwise
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T (In=3 p (1P =
2) 0 Q {1} {2
1 2
3 Atenieseet al. [3] Naor and Shamir [17]
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