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Abstract

The paper presents a novel method for detecting anomalous mailing behavior based on
data mining approaches. Known or unknown email viruses may cause anomalous behaviors.
Such behavior can be measured by deviations from a user’s normal behavior. Grouping and
association analysis are used to establish a normal user profile. The building process is
divided into two stages - first, group relation analysis and second, dependence relation
analysis. Only group relationship analysis or both analyses may be selected, depending on the
amount of data available to solve real problems.

Bulk amounts of SENDMAIL log data are analyzed and virus behavior simulated.
Empirical results indicate that this method of detecting anomalous mailing behavior, based on
data mining, is highly accurate. A prototype system has also been designed and constructed.
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1. Introduction

Email viruses such as Melissa [11], Loveletter [8], Sircam [13] and Nimda [9], have
posed great threats for businesses and individuals in recent years. Such viruses are distributed
via the Internet as email attachments. Some viruses, such as the Nimda virus, use multiple
propagation channels to distribute themselves through the Internet. Some viruses use a MIME
bug in Microsoft software [2], enabling the system of a user who only previews the mail
without opening the attachment to become infected by the virus. An email virus typically
attaches itself as an attachment to be distributed to others, and waits to be opened by another
user before distributing itself again. Email viruses can disseminate widely and quickly over
the Internet in a short period. Previously, viruses spread slowly and locally, leaving sufficient
time for them to be counteracted. However, email viruses now spread quickly and become
destructive in a short period. Traditional anti-virus response mechanisms cannot combat this
situation [34].

Most current anti-virus mechanisms use virus pattern matching to detect viruses
[6][10][22]. They are limited in that they can only detect those viruses for which patterns have
been collected. Namely, without a specific virus pattern, a new virus can be neither detected
nor removed. Viruses and their variants may have different virus patterns. Virus generators
[10] can be used to generate various viruses easily. Some new virus writers use polymorphous
techniques [6]. Detecting all viruses is very difficult. Later detection implies a greater loss.
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Updating a virus pattern code too slowly risks the loss of something. Users must thus react to
viruses. A proactive method or mechanism must be developed to tackle the problem caused by
known and unknown viruses.

Most virus-related research focuses directly on virus files, investigating specific virus
patterns in the files, the structure of the virus file and the behavior of the virus, which are all
related at a low level to operating system and hardware architecture. These considerations
involve different characteristics in different environments. This study considers the detection
of abnormal mailing behavior caused by viruses at the user-level. Each mailer’s recipients are
assumed to be related. Some people will always occur together as recipients of mails sent by a
given mailer. Exactly how recipients of mails are related can be determined from historical
mailing behavior. User-level behavior is a high-level view, making it uniform across all
environments.

Mail delivery involves two information types when the SMTP protocol is used - protocol
information and the mail message itself [26]. The protocol information is used to ensure mail
delivery. The mail client must communicate protocol information to the mail server. The
protocol information contains the mail sender, the recipients and other control information.
The protocol information is invisible for destination recipients. The mail message [12] refers
to mail sent to a destination, and is visible for destined recipients. The mail message contains
the following information about the sender, recipients, subject, mail content and attachments.
Additionally, the protocol information and the mail message contain information concerning
the sender and recipients of the mail. The protocol information is verified, but the mail
message (referred to as data) is sent through the local mail server without verification. A
malicious program may vary the content of a mail message to evade detection by anti-virus
software without affecting mail delivery. Using the content of a mail message to detect email
viruses is extremely difficult.

Our previous work ever adopted the frequent itemsets method [1] to identify recipients
who always receive mails simultaneously. For some mailers, although the itemsets are found,
most mailers cannot be effectively located with minimum support constraint because mailing
behavior is characterized by a large variance over time. The frequent itemsets having been
identified only contain a small fraction of the recipients, thus reducing the likelihood of
failure to judge the mailing behavior when the itemsets do not contain the recipients. The
generation of frequent itemsets uses the intersection concept, but mailing behavior varies over
time. Notably, minimum support can be reduced to locate many itemsets to encompass more
recipients. However, doing so could cause many false alarms when attempting to detect
abnormal mailing behavior. Therefore, the frequent itemsets mining method is inadequate for
the mailing problem.

This paper presents a simple but effective method to detect anomalous email behavior
caused by email viruses. Data can be reasonably explained concerning user-behavior. A
profile of the user’s normal behavior is established from his historical behavior. New behavior
that deviates from this profile is considered to be abnormal. The user profile is built in two
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stages. The first stage is referred to herein as group analysis, and builds user group
relationship information. The second stage is referred to herein as dependence analysis, and
determines further dependency relationships within a single group. Group relationship
analysis provides a tolerance criterion, while the dependent relationship analysis provides a
strict criterion. The order of the analysis must first determine the group relation, then the
dependent relation. According to the sufficiency of the mailing data, only group relationship
analysis or both analyses are applied.

Bulk amounts of SENDMAIL log data are analyzed and virus behavior simulated.
Empirical results indicate that this method of detecting anomalous mailing behavior, based on
data mining, is highly accurate.

The rest of the paper is organized as follows. Section 2 reviews related research; Section
3 elucidates the proposed method; Section 4 discusses the data analysis and virus simulation
test; Section 5 describes the system design and implementation, and finally, conclusions are
drawn and directions of future work given.

2. Related research

In this section we review research related viruses. Professionals and scholars have used
the following methods to detect viruses:

Charlier [6] used general behavior patterns to detect computer viruses dynamically. His
research relies on the assumption that viruses must modify host files to be distributed. This
assumption is occasionally ineffective in detecting email viruses. Email viruses are mailed to
recipients as attachments and directly distributed via mail channels after the attachment is
opened. The viruses do not necessarily affect the host files. This method is based on DOS
COM files, and its applicability to other viruses such as Macro virus remains doubtful.

Tesauro’s research based on neural network applied only to boot viruses [31], has not
been tested on other types of viruses such as macro viruses. CPU constraints, limitation of
memory and disk space and the simplification of neural network reduce the detection rate and
speed.

IBM and Symantec have designed a commercial grade system known as Digital Immune
System [32][35], capable of detecting viruses, analyzing them and automatically creating a
cure for unknown viruses. The system adopts a new technology, called Bloodhound [33], to
detect various viruses. Generally, heuristic methods detect viruses by analyzing a program’s
structure, its behavior, and other attributes, rather than by searching for a signature. Better
heuristic detection supports more effective combating of new viruses. The method is more
intelligent than pattern matching only. The details of the technique are unknown since it is a
commercial product. Heuristics imply can be used to detect unknown viruses but exist with
some false alarms [9][34].

The Malicious Email Filter project applied data mining methods to construct detection
models over known malicious executables [25]. These models can identify unknown
malicious attachments, by assuming the presence of similar byte sequences in malicious
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executables that differentiate them from benign programs. The method analyzes virus files
and then extracts relevant byte sequences. It is relatively effective for detecting unknown
malicious programs.

With reference to intrusion detection, most above research is primarily based on misuse
detection. A few methods combine pattern matching with heuristics to enhance detection of
unknown viruses. Other research belongs involves anomaly detection which may not be
directly related to, but supports virus detection.

NIDES [19] and Emerald [24] applied a statistical approach to detect anomalies and a
rule-based approach to detect known intrusions. The profile records only simple statistics such
as frequency, mean and covariance. These statistical measures are designed for general
applications. When these statistics are applied to a real environment, a system administrator
must decide what measures and what thresholds are required to meet specific requirements.

Forrest [14] identified an important property: process system calls exhibit stable
short-range sequences. This property can be used to build a definition of self that can be
differentiated from non-self. The system call sequences are a continuous data stream that must
be partitioned into fixed-length data patterns for subsequent calculation. The sequence of
system calls is critical for determining abnormal behavior. With respect to the mailing
behavior problem, only the relationship among recipients is considered here. The order of the
recipients is irrelevant. Only the identities of the recipients present together in a mailing event
are of interest. A mailing behavior is event-based and essentially variable in length. The
characteristics of mailing problems differ from those of system calls. Forest’s aimed to detect
server anomalies using system call sequences, whereas this study investigates abnormal
mailing behavior caused by a mail client, not by a server. Both targets are different.

Lee [23] adopted another approach to solve sequence system call problems. He used data
mining to solve sequence problems concerning a system call. A data stream is partitioned into
fixed-length patterns as in Forrest. Lee uses a rule-based reduction program to determine the
rules embedded in the fixed-length patterns. Lee’s method can effectively reduce the amount
of data, but data characteristics of the problem are the same as in Forrest.

Ishibashi et al. [18] proposed a DNS traffic mining method to detect a mass-mailing
worm. This works because before a virus sends mails to the targets, queries are sent to local
DNS servers to find the appropriate mail server for the specified mail address. By using DNS
traffic data with “a priori” knowledge about the signature query, they can detect a
mass-mailing worm. The work is in progress and only preliminary results are so far available.

Gupta et al. [15] use a statistical anomaly detection to detect email viruses. Their
approach looks for increases in mail traffic from clients to mail servers that exceed a threshold
determined during a training period. Specifically, the statistics regarding send and deliver
transitions in a state machine are maintained for both individual clients and the entire
collection of clients within the network. In a series of simulation experiments they were able
to detect stealthy viruses (e.g. polymorphic ones) with a low false positive rate.

Whyte et al. [36] proposed a method to detect malicious SMTP-based mass mailing
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activity within a network. Contrary to other mass mailing detection techniques, their method
relies strictly on the observation of DNS MX queries within the network. It is content
independent and does not deal with the attachment. Some researchers, such as Ishibashi et al.
[23], argue that the detection method is applicable in only some environments, however, it
provides another approach to resolving mail virus problems.

Stolfo et al. [28] used a behavior-based anomaly detection method to detect mailing
behavior violations. They developed two behavior-based models; user cliques and enclave
cliques. The user cliques model profiles a user’s naturally occurring communication groups,
such as with colleagues, family members etc; user cliques can be inferred by looking at the
email history of only a single user account, while enclave cliques consist of social groups that
emerge as result of analyzing traffic flows among a group of user accounts. The recipients
listed in a single email form a set referred to as a user clique. The sets are summarized by
using the set operation “contain”. Any subsets which are subsets of other sets or repeat sets
are removed, as they do not contribute any more useful information. The final user clique is a
set which cannot be subsumed by another set.

Their approach is very similar to ours. Both our research and theirs are based on the
same data source: the recipient list of “history” mails for a given mailer. In our research, a
user group relationship is constructed by using the union operation detailed in section 3. The
groups constructed on our method are mutually exclusive of each other, while their groups are
not. The number of sets constructed based on our method is less than theirs. Our processing
stage is 2. Stage 1 is the group analysis stage, and stage 2 is the dependence analysis stage. If
a mailing event is judged anomalous in stage 1, the stage 2 validation process is not needed.
The measuring of the size of user cliques or groups based on each method shows that our
method should has better performance than theirs.

In research [6][31][25][14][23] that considers the virus file itself (low-level program
behavior) the characteristics are closely related to the operating system and the hardware
architecture. They differ among systems. Some research [18][36] has relied on the observation
of the DNS MX query which is a signal of malicious mass mailing. Like Stolfo et al. [28], in
our approach we consider user behavior, taking a high level view, where meaning can be
easily explained. In most of the above investigations anomalous behavior is determined from
several records. A major advantage of the proposed method is that an anomaly can be judged
on a per event basis, which makes it very useful, allowing anomalous behavior to be detected
as soon as it occurs, so that some countermeasures against this anomalous behavior can be
taken in real time. However, care must be taken not to generate too many false alarms, by the
misinterpretation of normal behavior as anomalous. It is difficult to compare that the method
presented here to the previous research, because some preconditions or parameters that must
be considered are different for different approaches; no equivalent or statistically comparable
datasets, to which all these techniques can be applied, exist. However, in Section 4 we
compare the proposed method with a statistical method as a base test. In the following section
the new method is explained.
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3. Building a User Profile

This section explains the proposed approach to detecting anomalous mailing behaviors.

The proposed grouping method differs somewhat from clustering as used in data mining.
Clustering in data mining groups objects into clusters according to attributes or elements [16],
but the proposed method examines the elements of the object, and determines relationships
among the elements of a group. Elements, rather than objects themselves, are considered. A
mailing event is an object and the recipients of the mailing are elements. Accordingly, the
group relation analysis focuses on the recipients, not on the events.

The following presents an example first and then defines some basic terms to illustrate
the method.

David sends mail to four recipients, A, B, C and D, on Aug 20, 13:30:30.

Aug 20 13:30:30 David 2> ABCD

Temporal information Spatial information

Figure 1 Mailing event

The mailing contains two kinds of information; temporal information (Aug 20, 13:30:30)
and spatial information (A B C D).

Mailing event: the mailer generates a mail at a particular time. The mailing event
includes information on mailing time, the sender and the receiver. Here, only information on
the receiver is considered. The receiver may be a single or a few recipients. Mailing to
multiple recipients differs from mailing to a single recipient many times but at different times.
The former is a single event; the latter represents multiple events.

Mailing behavior pattern (the recipient list) is spatial information. Four recipients, A, B,
C and D, specify a mailing behavior pattern. A mailing pattern is a collection of recipients
extracted from a mailing event. Only the recipients are considered here. When “recipients” are
referred to, a given mailer is assumed.

The proposed approach to constructing a user profile is described below. A user behavior
profile is constructed in two stages - one for group analysis, the other for dependence analysis.
The former determines which “group” relationship exists among all recipients for a given
mailer, according to which recipients appear together in a mailing event of a given mailer.
Dependence analysis investigates any dependency relationship within the same group, after
group analysis is performed. Figure 2 depicts the flow for building a user profile.
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Mailing behavior events

v

[Group Relation Analysis]

[Dependence Relation Analysis]

User Profile
Figure 2 Flow for building a user profile

The two analyses are detailed below.

3.1 Group relationship analysis
What are the characteristics of a group? How a group relationship be established? These
questions are formally answered below.

Let r be one recipient and let R = {ry, r2, ...., rm} be a set of all recipients for a given
mailer. Let e be a set of some recipients and represent a mailing pattern. Where E ={e,
e, ...., en} is a set of all mailing patterns extracted from mailing events for a given mailer

over a period. Let g be a set of some recipients similar to e, but represent one group and let G
= {01, 92, ...., Ok} be a set of groups. Notably, the set of groups, G, can be derived using the
later algorithm. The set G has the following two basic properties, universal and exclusive
property, and group relationship property that can be used to validate mailing behavior.

B Universal Property 1)
ug=we=R
B Exclusive Property @)
gNg=IVi#]
B Group Relationship Property (3)

VeeE3Jonlyoneg=ecg

The universal property states that the final set of groups, G, includes all the recipients in
the set of original mailing patterns, E. The exclusive property states that no group intersects
another. Restated, any recipient exists only in a single group. The group relationship property
is the most important when judging mailing behavior. Semantically, recipients of a mailing
pattern are contained only in a single group.

The algorithm for building a set of group relations, G, derived from the set of historical
mailing patterns, E, is described below.
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/I E represents a set of mailing patterns for a given mailer
LetG=¢ /I Gisasetand stores the group relation
While (E=J)
begin
Choose any pattern e from E
Letg=eanddrop e fromE
Repeat the following operation V ej = e

begin
If(gne=J)
begin
g=guej // union operation
drop ej from E // remove ej from set E
end
end
Add g as one element of set G

end

After set E becomes &, G is obtained. Assume set G has k elements, such that G ={g,
02, ..., Ok} The final result of the operation is unique for given mailing behavior events. It is
independent of the operational sequence of the mailing patterns in set E.

The above properties are proven as follows.
Proof of Universal Property

All recipients in set G originated in the mailing patterns in set E without loss any
recipient, so all the recipients in all groups are the same as those in the original mailing
patterns in set E.
Proof of Exclusive Property

Suppose there exist two groups, gi, gj € G and gi N gj # . Then, there exist e;, e C E, €i
C 0i, 6§ < gj and ei N gj = . Since ei N gj = I, ei and ej should both be members of a single
group and not to different groups, which would violate the building algorithm of set G.

Proof of Group Relationship

V e c E, there exists one g € G, such that e — g. Suppose there exists another group gi €
G, = e < gi. Then both g and gi have a common element, e, violating the exclusive property.
Eventually, the important property “A mailing pattern is contained only in a single group” is
obtained.

An example is now presented and the group relation building procedure explained. Table
1 presents several mailing patterns for a given mailer. One mailing pattern is extracted from
one mailing event. Field one is the mailing event ID, field two presents the mailing pattern
(recipients), and A, B, C and D ... represent the various recipients.
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Table 1 Mailing events for a given mailer

Mailing event ID

Mailing Pattern(recipients)

0

[A]

[B]

[BC]

[D]

[EF]

[F]

[BC]

[BC]

O INO|O|BRIWIN|F-

[H]

Table 2 presents the result of group analysis.

Table 2 Groups of recipients of mails sent by a given mailer

Group ID Group Pattern Contributed by mailing event 1D
| [A] 0
1 [BCG] 1,2,6,7
11 [D] 3
1\ [E F] 4,5
V [H] 8

Mailing event ID 0 constitutes group I; mailing event IDs 1,2,6 and 7 constitute group II;
mailing event 3 constitutes group I11, mail event IDs 4 and 5 constitute group IV and mailing
event 8 constitutes group V. All recipients in Table 1 are also present in Table 2. No recipients
are shown twice in Table 2. The crucial property that a behavior pattern in Table 1 applies
only to one group in Table 2 is confirmed. Table 3 presents the correspondence between
mailing patterns and groups.

Table 3 The correspondence between mailing events and groups for a given mailer
Mailing event ID Mailing Pattern (recipients) Group ID
0 [A] I
1 [B] 1
2 [B C] 1
3 [D] i
4 [E F] v
5 [F] v
6 [B G] 1
7 [B G] 1
8 [H] V

3.2 Dependence relationship analysis
In the previous stage, the group relations were established. The group relation remains
imprecise. The group relations obtained by merging the recipients of related mailing events
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encompass some mailing behaviors that have not yet been observed. This section considers
relations within a group, to reduce inaccuracy.

The dependence relationship is concisely described here. Suppose both A and B are
recipients of E and belong to the same group g, in the above group analysis. If recipient A is
involved in a mailing pattern e, then recipient B is also involved in the same mailing pattern e.
Recipient A can be said to depend on recipients B, the following notation can be used to
represent the dependency, A->B.

The concept behind the dependence relationship is the same as that behind the
association rule in data mining [1][27]. Generally, the association rule is applied to a large
volume of market data. Two constraints are imposed on association rule-mining problem -
confidence and support. While confidence measures the strength of a rule, support specifies
its statistical significance. The association rule is considered significant above a minimum
support. However, the volume of mailing data is not as great as that of market data, so low
support is acceptable. A high confidence level is considered here. The threshold confidence is
set to 100% in order to prevent incorrect dependence rules that may cause false alarms from
being generated.

Following the previous example, group Il [B C G] in Table 2 is comprised of mailing
events 1,2,6 and 7 from Table 1, and group ID Il [E F] consists of mailing events 4 and 5 from
Table 1. Dependence analysis focuses on multiple elements. Other groups in Table 2 have a
single element. Single element groups are not considered.

From mailing events 1,2,6, and 7, the following mailing pattern is obtained.

B

B,C

B, G

B, G

The dependence rules C>B and G—>B are determined: when a mailer sends mail to C,
mail is also sent to B, but when a mailer sends mail to B, it need not also be sent to C. The
dependence is not symmetric.

The following result was obtained using two-stage analysis, including group analysis and
dependence analysis. This table presents the user profile for a given mailer.

Table 4 Mailing behavior profile for a given mailer

Group ID Group relation  |Dependence rule in the same group
I [A]
I [B CG] C>B,G->B
i [D]
\Y [E F] ES>F FOE
V [H]

3.3 Judging abnormal mailing behavior

The validity of a mailing behavior is judged according to two rules:
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Rule 1:
All recipients of one mailing pattern in mailing event should belong a single group;
otherwise the behavior is anomalous.

Rule 2:
The relation among recipients in a mailing pattern should satisfy the dependence
relationship; otherwise the behavior is anomalous.

Any mailing event in which the mailing pattern violates the above rules is regarded as
anomalous. When any mailing behavior event violates the group relationship in the first stage,
the dependence rule need not be checked in the second stage is not need, accelerating the
processing of data.

3.4 Quickly building an effective user profile

Two problems must be addressed, when building a user profile. First, a user’s mailing
behaviors gradually change over time and thus will gradually deviate from the profile. The
profile must be rebuilt after some period. Every time a profile is rebuilt, some old mailing
data must be wastefully processed again. Second, old mailing behaviors that never recur
disturb the effectiveness of the user profile over the long-run.

Hence, the concepts of the table of behavior pattern statistics and the cutting-time are
introduced. These two concepts are useful in quickly rebuilding an effective user profile. The
table of behavior pattern statistics helps to rebuild a user profile quickly. The cutting-time
setting can help us to effectively filter old mailing behavior that never recurs over a long
period.

Figure 3 depicts the flow of processing mailing events, according to the table of mailing
behavior statistics and the cutting-time, which are detailed below.

Mailing behavior events

Mail Patterns Cutting-Time Threshold
Statistical Table

[Group Relation Analysis]

[ Dependence Relation ]

User Profile

Figure 3 The flow of processing mailing behavior with table of mailing behavior statistics and
the cutting-time
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3.4.1 Table of behavior patterns statistics

Using the table of mailing behavior statistics as an intermediate step can help us to
rebuild user profile quickly. The table records all the characteristics of mailing patterns that
have occurred. A sample table of user behavior pattern statistics is presented and its
construction is elucidated. The table includes four fields - field one, PID, is a unique ID
number; field two, COUNT, counts the number of times that the mailing pattern has occurred
until now; field three, LATEST, records the time that the pattern most recently occurred; field
four, Behavior Pattern, records the actual behavior pattern.

Table 5 The table of mailing behavior patterns statistics

PID COUNT LATEST |Mailing Pattern
0 3 620 [A]
1 122 579 [B]
2 1 11 [C]
3 1 12 [D]
4 22 544 [E]

5 1 18 [F]

6 1 24 [B E]
7 5 564 [G]
8 14 90 [H]

9 14 559 [
10 6 182 [B1]

In Table 5, every mailing pattern is unique; that is, each pattern is only recorded once.
For example, the mailing pattern [B 1], whose PID is 10, is shown once. It occurred six times
and most recently at 182 time units.

The algorithm for constructing the table is as follows:

While (a new mailing event occurs)
begin
if ( mailing pattern of new mailing event already exists in the table )
add 1 to the COUNT field of that record
refresh the time of LATEST field of the record
else
add the new mailing pattern as one new record to the table
assign 1 to the COUNT field,
assign time it occurred to the LATEST field
endwhile

The user profile can be quickly and easily derived using this table.

3.4.2 Cutting-Time
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Old mailing behaviors that may never recur must be considered. Old mailing behaviors
involved in the user profile may reduce the effectiveness of the user profile. The old mailing
behaviors must be filtered out, using the cutting-time. Any mailing events older than the
cutting-time threshold are discarded. Only mailing events that occurred after the cutting-time
threshold are included in the profile.

In the following example, the cutting-time threshold is set to 100, and records for which
the field, LATEST, includes a value smaller than 100, are discarded. The following table is
obtained. The size of the table is effectively reduced. Section 4 discusses the effect of the
cutting-time threshold. A feasible cutting-time threshold can be determined through testing, as
considered in Section 4.

Table 6 the table of mailing pattern statistics with cutting-time threshold 100

PID COUNT LATEST |Mailing Pattern
0 3 620 [A]

1 122 579 [B]

2 22 544 [E]

3 5 564 [G]

4 14 559 [1]

5 6 182 [B1]

In summary, using a behavior patterns statistics table in an intermediate step enables the
user behavior profile to be rebuilt quickly and easily. The cutting-time threshold helps to filter
out older mailing behaviors that do not recur.

4. Experiment

This section verifies the effectiveness of the proposed method through data analysis. The
experiment contains two parts: one to examine the profile and the mailing data, the other to
determine the ability of the profile to differentiate normal behavior from viruses. Figure 4
shows the data-processing flow. The data preprocessing stage prepares mailing event data of
each mailer. The user profile is built using the proposed method, group and dependence
relation analysis. Two things must be considered. First, the profile must be built using clean
data to avoid bias. Before the profile is built, the outlier detection method is applied to
exclude mailers who generated suspicious mailing events. After the profile is built, the profile
must be confirmed to encompass most user behavior. If the profile cannot encompass most
behavior, it will cause many false positive alarms. The validation of the profile’s coverage
does it. Eventually, related tests and simulations can be performed.
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| Original Mail Log (Raw Data) |

® Data format transforms
\4

| Mailing events |

® OQutlier detection
® User profile building
® User profile coverage

A 4

User Profile

v v

Profile Virus
Characteristic Simulation
Testing Testing

Figure 4 Data processing flow

The mail server software SENDMAIL used in the UNIX system at the NCU Computing
Center generated original mail log data. Data concerning thousands of mailers were included,
covering the period from 2001.02 to 2002.05. The volume of data was approximately 2.5GB.
The mail log data records only the mail envelope information, and not the content of the mail.
The mail envelope information includes the time when the mail was sent, the sender and the
recipients. Information such as the sender’s email address and the recipients’ email addresses
was transformed using an MD5 algorithm, as the log data obtained.

Data preprocessing

All mailers’ data are mixed together in the original log files and one mailing event spans
several records in the log file. In the data preprocessing stage, mailing event must be
reconstructing by event for each mailer. Raw data (SENDMAIL log) are formatted into
mailing events by mailer. Thereafter, the large log file is split into several files that each
contains many mailing events for each mailer. The user profile can be built according to these
personal mailing patterns files.

Outlier detection

The following guide was used to determine whether data were clean.

For a normal distribution, outliers can be considered to be observations that lie three or
more standard deviations (i.e., > 3) from the mean p [4][21].

The variable of interest, in the mailing problem, is the number of recipients of a mailing
event. The number of recipients becomes more suspicious as it deviates from the mean. For a
given mailer, the mean and standard deviation of the number of recipients can be determined
from the historical mailing events. If the number of recipients of a mailing event is further
than three standard deviations from the mean, then the mailing event is considered abnormal.
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Users” mailing behavior may not conform to the normal distribution completely; different
users may have different distribution and generalizing a particular distribution to all mailers is
difficult. Hence, the processing is simplified using the above guide. In this experiment,
mailers whose mailing events are complete without outliers are chosen.

A user profile must encompass as much behavior as possible. When the mailing data
cannot cover all of a user’s behavior, a bias user profile is generated, and may generate many
future false positive alarms. The coverage of a user profile is validated to check if user profile
can cover a user’s historical behavior. This also can be as a false positive validation. When the
false positive alarm rate is low, it means user profile can effectively present the mailer’s
behavior. The following method is used to verify the profile. The mailing data is separated
into the training data and the testing data. A user profile must be generated from training data
and validated by testing data to confirm the completeness of the user profile. In this analysis,
the ratio of the amount of training data to the amount of testing data is 5:1. The following
modulo equation is used to divide the mailing data into two parts - RECORD_NO modulo 6.
Applying the equation to divide the data yields training data and testing data that distribute
over the same period, avoiding the effect of different periods. The threshold false positive rate
can be determined. If the test is acceptable, training data and testing data are combined to
build a profile again [20].

In the following, two kinds of analysis are performed. One analyzes user profile,
examining the characteristics between the user profile and the mailing events. These include
different period tests, cutting-time thresholds tests and sliding window tests. The other
analysis simulates an email virus behavior, which checks the ability of a user profile to
identify virus behavior.

4.1 Test over different periods

In this part of the analysis, the false alarm rate is performed for different test data periods.
This and the following part of the analysis rely on more mailing events, so mailers with no
less than 500 mailing events are used. Finally, 185 mail senders were considered. From the
mailing data, the first 500 mailing events are assigned as training data, of which 50
consecutive mailing events are used as Testing Data Set 1(TEST1), 100 consecutive mailing
events from are used as Testing Data Set 2(TEST2), 150 consecutive mailing events are used
Testing Data Set 3(TEST3) and 200 consecutive mailing events are used Testing Data Set
4(TEST4). The training data and the testing data cover different time intervals and do not
overlap. These testing data sets cover periods of different duration. Table 7 provides details
concerning the training and testing data. Figure 8 presents the results.

Table 7 The distribution of the training and testing data

Training Data |[TEST1 TEST2 TESTS3 TEST4
Record Range [1~300 301~350 [301~400 |301~450 |301~500
Record Counts (300 50 100 150 200
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Figure 5 The average false alarm rate for different periods

Figure 5 shows that testing data that cover a longer period produce a higher false alarm
rate. User mailing behavior may gradually change and bias the user profile, so the profile
must be retrained when it becomes too old. Here, only the trend is considered without being
controlled at a low false alarm rate.

4.2 Cutting-time threshold test

In this part of the analysis, the effect of cutting-time threshold is examined. The user
mailing behavior changes slowly as time passes. Old behaviors that cannot recur must be
filtered out to prevent these old mailing behaviors from being involved in the profile. Such
old mailing behaviors generate biases. In this test, senders with no less than 500 mailing
events are chosen. Five cutting-time thresholds 0, 50, 100, 150 and 200 are tested. A
cutting-time threshold of 50 implies that first 50 records are cut and the others preserved.
Table 8 details the training data and the testing data.

Table 8 Data distribution for training and testing data
Cutting-time Threshold |Training data set Test data set

CT=0 1~400 401~500
CT=50 51-400 401~500
CT=100 101~400 401~500
CT=150 151~400 401~500

CT=200 201~400 401~500
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Figure 6 The average false alarm rate for different cutting-time thresholds

In Figure 6, the false alarm rate increases slightly with the cutting-time threshold. A
change is apparent from CT150 to CT200, because of too much mailing data are filter, such
that training data cannot cover all the mailer behavior. The profile with a higher cutting-time
threshold better detects abnormal mailing behavior. The effect of the cutting-time threshold is
shown without ensuring low rate of false alarms. Setting the threshold too high could generate
more false alarms. An acceptable cutting-time threshold can be determined by testing for each
mailer.

4.3 Sliding window test

Sliding window combines the concepts of the profile rebuilding over time and the
cutting-time threshold. A sliding window means when the sliding window moves, training
data changes and user profile must be retrained. In this analysis, the width of the sliding
window training data keeps 300 mailing events. The width of testing data is 50 mailing events.
The sliding window shifts 50 mailing events every time.

The following table depicts the relation between the sliding window data set and the base
data set. The base data is for comparison with sliding window data. Figure 7 shows the result
of a comparison of sliding window data set and the base set.

Table 9 Detail of the sliding window data set and the base data set

Sliding window Base
Training data set Testing data set Training data set Testing data set
1~300 301~350(as TEST1) |1~300 301~350
51~350 351~400(as TEST?2) {1~350 351~400
101~400 401~450(as TEST3) |1~400 401~450
151~450 451~500(as TEST4) |1~450 451~500
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Figure 7 The average false alarm rates for the sliding window and the base data (only
conditions for group and dependence analysis are shown, result of the group relation analysis
is similar too)

Figure 7 reveals that, although the average false positive rate of the sliding windows is
similar to the base data set, the profile generated by sliding windows is elite and sensitive
when detecting abnormal mailing behavior. The characteristics of mailing data are shown here,
without ensuring a low false positive rate. The time when the profile is rebuilt and the
cutting-time threshold vary among mailers. Feasible values can be determined by testing for
each mailer.

4.4 Email virus simulation testing

In this part, we want to verify the ability of the profile to differentiate from virus
behavior. The profile is built based on the real data and the virus behavior is simulated. The
simulation assumes that an email virus sends mail with malicious attachments to recipients in
an “address book” or inbox folder, which assumption is reasonable for almost current email
viruses. Most email viruses spread by mass mailings to all entries in the address book. In this
simulation, the situation and also whether the user profile can differentiate between small and
moderate numbers of recipients is established. The mailing behavior of 5% to 100% percent
of the recipients in the address book is simulated. Recipients of historic mailing events were
used to produce an address book because the mailer’s real address book was not available.

Mailers with a false positive rate under 10% are selected, according to group relation
analysis. This simulation involved 765 mailers. Figure 8 shows the affect of ability of profile
to discriminate between it and simulated behavior, according to group and dependence
relation analysis. The proposed method is compared to the base test. The base test applies the
following condition. The mailing behavior is assumed to be normal distribution, such that the
average plus two standard deviations covers 97.7% of mailing events. If the number of
recipients of the simulated mailing behavior exceeds the average plus two standard deviations,
then it is referred to as abnormal, else as normal. The vertical axis is termed, “Discriminative
capability” not “Detection rate”, because the behavior generated by simulation sometimes
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Figure 8 The discriminative capability from simulated behavior based on both analysis
compared with base test

In Figure 8, the discriminative capability for the group and dependence relation analysis
both is high than base test. The discriminative capability is high when the recipients of the
mailing behavior are over 30% of the address book recipients for group analysis. For the
dependence analysis, the differential ability rate is high when the recipients of the mailing
behavior are over 20 % of the address book. For the majority of email viruses that generate
mass mailing, these simulation results are satisfactory.

Using the above approach, only mailers who are not outliers are chosen. A real case may
involve mailing data that could include a little abnormal behavior caused by viruses. Another
approach is to remove only those mailing events that are outliers, and reserve other normal
mailing events. Accordingly, abnormal data are assumed only to represent a very small
fraction of the raw data, and so negligibly affect the mean and standard deviation. This
assumption is reasonable for the virus problem. 3743 original mailers were considered.
Allowing a false positive rate of no more than 10%, 1823 mailers were involved in the
simulation. Figure 9 presents the results.
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Fig. 9 Discriminative capability determined from simulated behavior based on 1823 mailers.
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5. Discussion

The above analysis indicates that the discriminative capability obtained by both group
and dependence relationship analyses exceeds that for group relationship analysis alone for a
given sender, because both types of analyses performed together are stricter than group
relationship analysis alone. Group relationship analysis can only determine whether one
mailing behavior is contained in a group or not. Dependence relationship analysis explores
further the relationship among recipients in a single group.

The group relationship analysis stage produces the largest possible sets of historical
mailing behavior patterns, but the analyzed relationship is fuzzy and may include mailing
behavior that has not yet occurred. When too few training data are available, this type of
analysis can be performed to avoid generating many false alarms. When the training data
suffice, dependence relationship analysis can be used to capture accurately many
characteristics of relationships among the recipients.

A worst case and a best case are considered here. In the former, all recipients of a given
mailer constitute a single group. In this situation, group analysis is not useful in validating
mailing behavior. The dependence relationship must be determined. In the best case, every
recipient constitutes a group alone. Only group analysis need be performed. Dependence
analysis need not be performed, since it applies to groups with multiple recipients. In most
situations, a user profile comprises some groups with multiple recipients and other groups
with a single recipient.

An abnormal mailing event with fewer recipients is harder to detect. The proposed
method fails to detect malicious mailing behavior that coincides with normal historical
mailing behavior. This type of threat can be thought of as light and the system manager has
more time to make a response. Epidemiologically, if email viruses are to spread widely and
quickly, recipients cannot be too few. Our method works well for abnormal mailing behavior,
when the number of recipients is greater than 30% of the recipients in the address book. The
method is applicable where mass mailing is a significant threat. On this assumption, the
results of the email virus simulation test are satisfactory.

The protocol information, which is a small amount of information, compared to the
entire mail message, is processed for reasons of speed. A malicious program normally does
not forge recipient information, because doing so would produce mail that could not be sent to
its intended destination, defeating the purpose of the distribution. A malicious program may
create some mail content such as subject, content or attachment filename, to evade detection
by anti-virus software, but doing so does not affect the delivery of the mail, since delivery
does not depend on internal information. Also, internal information is strongly related to
personal and private matters. In summary, using envelope information has two benefits. First,
the amount of data is small, so the processing time is short: the information can be processed
in real time. Secondly, the data does not include sensitive information about the user that may
raise issues of privacy.

Although some email viruses use a MIME bug to embed malicious code in the text
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without attachment, with respect to mailing behavior, whether a virus involves attachments is
unimportant.

6. System Design and Implementation

To apply our detection method, we have built and are now testing a prototype mail
processing system, called the Mail Gate alarm system. The architecture of the system is
illustrated in Figure 10.

Recording Mailer behavior
and forward the request to mail server

SMTP Protocol SMTP Protocol
Client Mail Server
POP3 POP3

Figure 10 The architecture of the Mail Gate alarm system

Mail Gate is placed between the mail client and the mail server as an intermediate
system. Originally, the mail client sent mail to the server but now sends mail through the Mail
Gate, and the Mail Gate then records the necessary information before passing all information
from the client to the intended mail server. The mail client, the Mail Gate and the mail server
communicate with each other via the SMTP protocol.

The advantage of this architecture is that the Mail Gate can be easily integrated with the
other mail system. Mail Gate is just arranged as an intermediate bridge. The mail client or
mail server communicates with Mail Gate via STMP protocol, as it did originally. Such
architecture provides the following advantages. The Mail Gate system is independent of the
server and the client. Restated, Mail Gate can be integrated with any kind of the mail server
system, such as the SENDMAIL or Exchange servers, and with any kind of the mail client,
such as Outlook Express or Netscape. Mail Gate can also be built on various platforms. The
system itself is lightweight. It accepts mail messages from the client, simply collecting and
recording the envelope information, and then passes all the information to the mail server.
Protection at the server-level also can help to complement a defense of desktop anti-virus
solution [5].

The prototype Mail Gate email virus alarm system collects the recipients’ information,
rebuilds the profiles and judges mailing behavior. Whenever a new mailing behavior occurs,
the pattern of the mailing event is recorded. From the bulk of data analysis, the size of mailing
pattern is significantly less than that of the whole mail message (< 0.01). Additionally, the
workload of the Mail Gate is less than that of the mail server since Mail Gate needs only to
process a subset of SMTP commands and transmit the information to the mail server. The
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profile is periodically rebuilt, and is generated quickly using a statistical table. The profile can
also be rebuilt offline. Mailing behavior is judged in real time. The average number of groups
in a user profile is 30, while the average number of dependence rules in a user profile is 160.
Moreover, the amount of data in the profile is small for each mailer, accounting for the short
processing time. Furthermore, dependence analysis is unnecessary if the behavior is computed
as invalid in the group analysis stage.

The prototype Mail Gate email virus alarm system has been developed in a Linux system,
running on a Pentium IV 1800 Mhz with 1024 MB of RAM. During the primitive test stage,
when a particular mailing behavior is suspicious, a “warning message” is inserted into the
mail head to advise the recipient to remain cautious of the mail. In our future work, we hope
to redirect a suspicious mail to a local mail system for validation. If deemed normal, the mail
can be resent. If the mail is deemed malicious, the system administrator automatically
contacts the individual from whom the message originated.

7. Conclusion and Future Directions

This paper presents a novel method for detecting anomalous mailing behavior. Based on
user behavior rather than a specific signature, the proposed method can be used to detect both
known and unknown email viruses, as long as the new behavior violates historical mailing
behavior. The method is based on the observation of abnormal mailing behavior not the direct
detection of a virus or malicious code. The building of a user profile, using data mining, is
divided into two stages - a group relation analysis that explores the “clique” relationships
among recipients, and second, a dependence relation analysis that explores the “dependence”
relationship that exists within a single group. Group relation analysis is less strict than
dependence relation analysis. Only group relationship analysis or both analyses can be chosen
in a real environment, according to the amount of available mailing data.

By combining the statistical table and the cutting-time threshold, we can quickly build an
effective user profile. The behavior pattern table is continuously updated as new mail events
occur. The building of the user profile does not rely on all original events but only on the table.
Using a cutting-time threshold, old behavior that never recurs can be filtered from the profile
building process.

The proposed method cannot detect viruses before they impact a system; the detection
works after abnormal mailing behavior occurs. When the abnormal behavior caused by a
known or unknown virus is detected, the proposed architecture can prevent the virus from
spreading further at the Mail Gate although the sender has been infected. The method reveals
the virus’s behavior. It is possible to fool the proposed system by imitating normal historical
mailing behavior but normal mailing behavior can not generally be referred to as mass
mailing, thus the proposed method has the effect to suppress the intent of mass mailing.

The authors are now constructing and testing a prototype system, called the Mail Gate
email virus alarm system, using the proposed method. Server-level protection also provides
some advantages over desktop anti-virus solutions in a corporation environment [2][29]. An
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open source SMTP gateway virus filtering system [29] includes aMaViS that provides an
interface between mail server and a virus scanning utility. The mail server can detect viruses,
but the detection capacity still depends on the virus scanning utility. Another email virus
alarm system developed at the University of Minnesota [2] uses a pattern-matching algorithm
to seek viruses; this alarm system seems to be integrated into the mail server system.

A proactive method of detection is presented here. It complements traditional
pattern-matching anti-virus mechanisms that usually catch known viruses. Combining the
proposed anomaly-detection method with other methods can strengthen defenses against
viruses, including previously unknown viruses, in a complete system of defense as described
in [35] and [20].

Aggregating different mailers anomalies can facilitate the accurate detection at mail
spread viruses since a mailing virus storm occurs concurrently over a short period of time.
Additional data mining techniques using Bayesian network [17] or accumulating statistics can
help to clarify the normal characteristics of mailing behavior. The issues at the temporal
information, which has not yet been used in the user profile, will be discussed in our
upcoming work.
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