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A : A program to be protected
Cland C2 : our integrity checking programs
F2=FB||FO||H (FA)
where symbol ”||” represents concatenation
F1=FA|H (F2)
H : A secure hash function (one way ) satisfying the following property :
Given X, it is computationally infeasible to find Y
H(F2): the hash value of file F2
K: The number of bytes in file FA
F1 and F2 together create a protected A with self-defense capability.
To run A, we execute file F1.
execute file F1: (i.e. run C1)
read file F2 into W
compute H(W) into X
read H(F2) from F1 into Y
if (X=Y) execute file F2 else print(“file F2 has problem”)
execute file F2: (i.e. run C2)
read file F2 into V
compute H(V) into X
read the first K bytes from F1 into W
if(H(W)#H(FA))
then stop run
compute H(WI||X) into Y
read file F1 into V
compute H(V)into Z
if (Y=2) { print(“OK”); read A from F2 into file B; execute B;
modify F1 and F2 with new C1 and new C2: delete B}
else print(*“file F1 has problem™)
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decode the main source code

open FB and read all data into W

compute H(W) as X1

read H(FB) as Y1

if (X1 ==Y1) executeFB() ;

else {
print (“There are problems in FB ") ;
recover FB ;

I EAER RS2 Y AR FB > 20 A

decode the main source code
read the first K bytes from FA into V1
compute H(V1) as X2
read all H(F2) into W1 from FB
compute H(W1) as Y2
if(X21=Y2) {
print (“There are problems in FA 1) ;
recover FA ;
}
read all data from FB into V2
compute H(V2) into X3
compute H(V2 || X3) as Y3 // symbol ”||” represents concatenation
read all data from FA into V3
compute H(V3) as Z
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if (Y3==2){
print (“OK 1) ;
execute P ;
encode the main source code in FB ;
encode the main source code in FA ;
}
else {
print (“There are problems in FA 1) ;
recover FA ;
}
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open FB and read all data into W
compute H(W) as X1

read the first K bytes from FA into V1
compute H(V) as X2

read all data from F2 into W

compute H(W) as Y2

read all data from FB into V2

compute H(V2) into X3

compute H(V2 || X3) as Y3 // symbol ”||” represents concatenation
read all data from FA into V3

compute H(V3) as Z
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