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Abstract

In recent years online games are greatly beloved by the public, especially the young
generation. Unfortunately, many security problems accompany the development of online
gaming, not only demolishing the order of the Internet, but becoming the main target of
computer criminals. This phrenomenon deserves our special attention because online gaming
is affecting our daily life and online gaming crime is threatening our personal and social
security. In order to explore the reality of online gaming crime, we analyze online gaming
criminal cases from 2002 to 2008 in Taiwan and conduct an empirical study. We classify
online gaming crimes according to their modus operandi in five patterns of identity theft,
online gaming fraud, crime through instruments, crime through system vulnerability, and
crime through traditional criminal methods. We discussed in great details these five
preliminary online gaming crime patterns based on crime characteristics, methods and
process. Through interviews with academicians and criminal investigators, we added a hybrid
criminal pattern into our research framework. In addition, they suggested phishing as a
special criminal method under online gaming fraud. With the knowledge we obtained in this
research, we proposed security controls from four aspects of policy, techniques, education
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and investigation. Since online gaming crimes are rarely mentioned in the literature, this
study is of reference value for researchers and criminal investigators.

Key words: On-line game, network crime, on-line game crime, crime pattern,
crime technique
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