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Abstract
In the information age, information security issues are getting serious to the impact of the
human living environment. Network intrusions, virus attacks and system vulnerabilities
continue to endanger the normal operation of the software system and severe test the security
of software systems. Software process with continuous improvement and evolution has
become a rigorous and mature software development model. However, most of software
processes very little depth describe the software security, so the security can not be effective
injected into the software products. For reducing the software system security risk, secure
software development process becomes a worth further exploration topic. According to the
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related reports, software security vulnerabilities often cause unpredictable consequences and
losses. For this, in this paper, based on the current software processes, combine with the
system, management and technology three security strategies, propose a Secure Software
Development Process (SSDP). Applying the SSDP, the software developer can identify and
revise the early stages of security defects and vulnerabilities, to enhance software system
security. In addition, in this paper, in order to assure usability of SSDP, proposes a SSDP
Quality Measurement (SSDPQM) model. With SSDPQM model, the SSDP operation
problems and defects can be effective monitoring and continuous improvement and ensure the
SSDP can strengthen the security of the software system.

Keywords: Software security, security vulnerability, quality measurement model, SSDP,
security control
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