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Abstract

Mobile Forensics is defined as to legally collect, store, analyze, recover the call records,
SMS, contact list, e-mails, photos and audios which are locked, hidden, or deleted in the mobile
phones. With mobile forensics, data can become the evidence for legal proof or objection.
According to National Institute of Standards and Technology(NIST), the mobile forensic
process consists of four parts, including Preservation, Acquisition, Examination & Analysis,
and Reporting. Data acquisition is the key part which can acquire internal electronic evidences
in mobile devices under reasonable forensic conditions. There are two main mobile data
acquisition methods, including Physical Acquisition and Logical Acquisition. Presently, most
of the mobile forensics tools are implemented with logical acquisition. However, the method
will result in the problem where the forensics tools are required to firstly install in the mobile
devices and the acquisition can in turn be performed. This often raises the concern if it is
against the concept of scene reservation.

Our research proposes the concept of Live SD in mobile phones, which can be treated
similar with the Live CD/DVD/USB in computer forensics. Moreover, Recovery theory is
implemented to realize the physical acquisition and data recovery in Android smart phones.
This method is different from most of the ones embedded in present mobile forensic software
and can improve the ability for data recovery.

Keywords: Android, Recovery, Live SD, Mobile Forensics, Acquisition
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