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Abstract
We propose a new anonymous payment protocol for current NFC-based mobile
payment services. Our scheme combines NFC phones’ built-in secure element (SE) with the
trusted execution environment (TEE) and mobile trust module (MTM) to create a reliable
execution environment. It is designed to achieve authentication, authorization and audition for
anonymous mobile payment services. Firstly users have to apply for a virtual account from an
issuing bank and to store it in the SE. Then they use the account to apply for a virtual credit

card from a trust service manager (TSM). The card has only limited credits and has to comply
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with EMV standards. If the card is going to expire, TSM will issue a new one to the user.
When the account balance is lower than the credits, TSM will require the user to re-apply for
new authorization.

The main contributions of our protocol include: (1) Convenience. Our protocol
complies with EMV standards and it allows users to take their NFC-enabled cellphones as
credit cards or e-cash for transactions. It is convenient and fast. (2) Unlinkability. During a
transaction, merchants can only receive the information of a temporary virtual credit card.
They cannot analyze transaction records to find any links between users’ identity and the
records. Although the TSM keeps consumers’ transaction records, it can only find users’
anonymized bank accounts. It is unable to know users’ real accounts. And the banks can only
know their users pay through a TSM, but they cannot access their transaction records. (3)
Anonymity. Users’ real identity is only known to their banks. It is kept anonymous to
merchants and the TSM. (4) Undeniability. Digital signatures are required for every account
registration, virtual credit card application, and transaction, so as to achieve undeniability.

Keywords: NFC, MTM, TEE, EMV, Anonymous Payment
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