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Abstract

The pervasion of ICT devices has led to an explosion of computer crime and digital
evidence. Internet users are becoming increasing concerned with data protection and digital
forensics. Digital forensics involves several steps, and determines the who, what, when, where,
how and why of digital artifact activity. This paper presents a solution to the problem of
standard operation procedure at digital forensic lab, outlines a framework for digital forensic
investigation environment, and increases the reliability of the forensic attribution process. The
effective of the framework environment will provide trusted digital forensics support to digital
forensic investigators, enable them to establish their own forensics-friendly infrastructures, and
help reduce the time and effort in analyzing criminal activities on the Internet.
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