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Abstract

Barcode is operated on a well-established open system. The tags can be generated and
copied easily and cheaply, so it is widely used in a variety of business sectors, also in mobile
commerce. Since the tag specifications are open to the public and the tags can be read easily,
security mechanism should be enhanced. Herein, we suggest the use of NTRU encryption in
barcode system to enhance security in mobile applications. Compared to other asymmetric
encryption systems, NTRU has the advantages of short key, high speed in computation and high
security. It can even resist the attacks from future quantum computers. In this research, we
illustrate its application in mobile transactions, aiming to establish an effective and safe
process. Through the methods proposed in this paper, the two-dimensional QR code can further
expand its scope of applications. It can also avoid the risks in trading, so that customers and
suppliers can complete their transactions more quickly and safely. It will help promote future
business operations, by enhancing the trust of users in e.g. mobile business. We have
implemented a prototype based on the NTRU public key cryptosystem integrated with QR code
and assessed the effectiveness of using such a mechanism in mobile commerce. System
evaluation reveals that the system can encrypt and decrypt in acceptable time. It can help
merchant distinguish from tampered QR Code and help customer control the use of the code.
There are also various possible applications in eGovernment.

Keywords: Mobile Commerce, Information Security, NTRU Cryptosystem, Quick Response
Code.
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