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Abstract

On September 20, 2005, a Hong Kong businessman was abducted. The kidnappers
requested for bitcoin ransom (70 million HK dollars) through email from Taiwan IP
address. The police had arrested the suspects and rescued the victim before the victim’s
family paid the ransom. Cryptocurrency, such as bitcoin, has gradually adopted by
criminals, and it has posed a challenge to the process of criminal investigation. This
paper introduced the characteristics of bitcoin and concluded the following five types
of bitcoin-related crime: bitcoin scams, bitcoin theft, bitcoin as ransom payment,
bitcoin for illegal service, and money laundering. This paper further analyzed three
bitcoin-related crimes and proposed some strategies to fight against bitcoin-related
crime for law enforcement agencies.
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