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Abstract
In recent years, communication and network technology makes many devices have networking
functions. Tens of thousands of Internet equipment has gradually come into our life and become a
necessity. Even though the Internet of things (IoT) devices have far lower processing efficiency or
message transmission speed than that of a personal computer or smart phone, the hackers target to
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the IoT devices for the reason that the users usually won't monitor the equipment status after the
equipment 1s set up

The 10T device itself 1S subject to cost or power consumption due to hardware efficiency, so it
cannot have a complete protection mechanism, such as a robust coding system, a complete
verification mechanism, or a immediate threat notification mechanism. Therefore, the attacker also
gradually targets from the hard-to-break hosts of the enterprise to weak-protected and numerous
IoT devices. The common attacks to IoT devices are denial of service, ransomware, malicious
software, mining program, illegal steals of privacy or favorable information, and so on. In this
study, we focus on the common attack techniques against to IoT devices and give some penetration
tests for the embedded malicious programs. Finally, we provide some improving suggestions and
remind the common users the importance for the 10T security.
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root@kali: ~ @ ® 0
File Edit View Search Terminal Help

:~# nmap --script rtsp-url-brute -p 554 10.1.1.15
Starting Nmap 7.70 ( https://nmap.org ) at 2018-07-10 03:41 EDT
Nmap scan report for 10.1.1.15
Host is up (0.066s latency).

PORT STATE SERVICE

554/tcp open rtsp

| rtsp-url-brute:

[ discovered:

| rtsp://10.1.1.15/1ive/choo 0

MAC Address: 78:11:DC:20:A3:40 ( . Electronics,co.)

Nmap done: 1 IP address (1 host up) scanned in 16.58 seconds
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echo 1 >> /proc/sys/net/ipv4/ip_forward
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File Edit View Search Terminal Help
:~/Downloads# binwalk -e N150RT-V2.1.4-B20170724.1426.web

HEXADECIMAL DESCRIPTION

bzip2 compressed data, block size = 900k
0x3BC76 LZMA compressed data, properties: 0x5D, dictionary
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[2] Enter the name or absolute path of the firmware you want to analyse : DIR850LB1_FW21@iMbe3.bin

[?] Enter the brand of the firmware : dlink

[+] Now going to extract the firmware. Hold on..

[+] Firmware : DIR850LB1_FW21@WWbe3.bin .

[+] Brand : dlink 1y and Society 90
[+] Database image ID : 1

[+] Identifying architecture

[+#] Architecture : mipseb

[+] Storing filesystem in database

[!] Filesystem already exists

[+] Building QEMU disk image

[+] Setting up the network connection, please standby

[+] Network interfaces : [('br@', '192.168.8.1'), ('brl’, '192.168.7.1')]

[+] Running the firmware finally

[+] command line : sudo /home/ec/firmadyne/scratch/i/run.sh

[*] Press ENTER to run the firmware...

&+ * firmware-analysis-tool kit { T2 [ (BRIAE © github/attify)

D-LINK SYSTEMS, INC | WIRELESS ROUTER | HOME - Mozilla Firefox
D D-LINKSYSTEMS, IN... x

€ P & 1921680.1/t

ADVANCED MAINTENANCE STATUS

the first time, that you click on the intemet
Connection Setup toslow 1t you wish to modity or
configure the device settings manually, click the Manual Intemet Connection Setup button.

It you woukd like to utiize our easy 1o use Web-based Wizard to assist you In connecting your new
D-Link Systems Router to the Intemet, click on the button below.

Internet Connection Setup Wizard

Note: Bofore launching the wizard, ploase make sure you have followed all steps outiined in the
Quick Instafiation Guide included In the package.

MANUAL INTERNET CONNECTION OPTIONS

1t you wousd fike 1o configure the Intemet settings of your new D-Link Router manually, then click on
the button below.

Manual Internet Connection Selup

www.dlink.com.tw

[ += * BIAeE RS stk BT EE > LA Dlink-DIR300 £
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Ltext:OBHOuN6L ar)_§ =8
~text:DUOLGT

©text:0uONMGC addiu  §sp, -ex2068

E .text:0O4OuL70 su ra, Bx2008+var_i($sp)

~text:IRLOATS su Fp, Bx2068evar_8(3sp)
L text: 00404478 su 52, Bx2068+var_C($sp)

©text:OBAOMAIC su 51, 0x2068+var_10(§sp)
~text : B4044B0 su 59, 0x2068+var_14($sp)
text: D4OLH nove  $fp, $sp
text:00A0NAEB 1 gp, SXMIFESO

text:0ouBMA9E su gp, x2008+var_2050($sp)
< text:aBLORL9N su a0, 8:2068+arg_d($Fp)
Ltext: 00404498 su a1, 8x2068+arg_4($Fp)
L text:0040NNOL su a2, Bx2068+arg_8($Fp)
~text:DB4OLAAD su zero, 0x2068+var_2634($Fp)
~text:9BuOALAY addiu  $ul, $fp, Bx2068evar 2008 a
~text:0B404AB su o0, Bx2068+var_209C($Fp)
.text:0BUOUBAC audiu  $uo, $¢p, Ox2068+var_2030
text: OB4LLD0 su B, 0x2068+var_2049(3Fp)
text:0B404ADN su 2era, 6x2068+var_204s($Fp)
~text: 0B40MIEY jal  sub_ueage
text:OBABE nop
L text: 00404400 v $gp, Bx2068+var_2050($Fp)
~text:0BUOMCH W $u, ex2eesearg 0($Fp)

©.text:BBABAACE nop
~text:ORLOLLLT siti - §uo, 2

© text: 00404408 bnez  $ud, loc_NORSeh

©.text:OBIOKADR nop
~text:9RLOLLDR o §u, ex206Brarg_4($Fp)

*text:BuONKOC nop

©.text:OBHONES addiu  §ue, b

©.text:BUOMRER u o, 8($ve)

- text: ODUOALED nop
' text: DDADMIED nove  $ab, §us 451

Line 240129

000D44EC 96900003C04044EC: matn

+PU : IDA PRO K 4msfe=\Em

AH e RABE I G DO AP FwX > OO ] F] T
T | [T B H =
Loy tenction 1 Dot B Regibae fumcton 98 Unsophorsd B Getrocton — Extvaml santol
] Festeceviiow 05 x (@  mates OB e O |H s = L& e als T
Funcionnerse -
.
|
|
ra 4ci120
b g vy o8 x|

752,711 OICO44GC OGO00I0I0S044EC: matn
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o

LOAD:@858C55C .byte e

LOAD: 8858C55D .byte e

LOAD:8858C55E .byte

LOAD: @@58C55F .byte e

LOAD:@e58C56@ function_table: .word aSetmultipleact # DATA XREF: handle_HNAPl1l+15@fTo
LOAD:@@58C56@ # "SetMultipleActions”
LOAD:@058C564 .word sub_433768

LOAD:@@58C568 .word aGetdevicesetti_4 # "GetDeviceSettings"
LOAD: ©958C56C .word sub_432D28

LOAD:©058C57@ .word aGetoperationmo # "GetOperationMode"
LOAD:@058C574 .word sub_433F7@

LOAD:@858C578 .word aGetsmartconnec_4 # "GetSmartconnectSettings”
LOAD:©858C57C .word sub_464DD4

LOAD:@058C580 .word aGetuplinkinter # "GetUplinkInterface"
LOAD:@058C584 .word sub_433F48

LOAD:8858C588 .word alLogin_4 # "Login"

LOAD: 8@58C58C .word sub_42ACB@

LOAD: ©058C590 .word aGetwlanradiose_6 # "GetWlLanRadioSettings"
LOAD:@058C594 .word sub_46462C

LOAD:@858C598 .word aGetclientinfo # "GetClientInfo"
LOAD:@858C59C .word sub_447B94

LOAD: @858C5A8 .word aSetclientinfo_@ # “SetClientInfo”
LOAD:©058C5A4 .word sub_447F58

LOAD : @958C5AS .word aUpdateclientin_4 # "UpdateClientInfo"
LOAD : @@58C5AC .word sub_448B70

LOAD:@058C580 .word aGetwlanradiose_7 # "GetWlLanRadioSecurity"
LOAD: @858C5B4 .word sub_463C9@

LOAD: ©858C5B8 .word aSetdevicesetti_9 # "SetDeviceSettings"
LOAD:©858C5BC .word sub_4346EC

LOAD:@0e58C5Ce .word aGetapclientset # "GetAPClientSettings"
LOAD:@@58C5C4 .word sub_433EF8

LOAD:8858C5C8 .word aSetapclientset_1 # "SetAPClientSettings"”
LOAD: @858C5CC .word sub_433F2@

LOAD: ©@58C5D@ .word aSetwlanradiose_11 # "SetllLanRadioSettings"
LOAD:©858C5D4 .word sub_46423C

0017C560 005BC560: LOAD:function table (Synchronized with Hex View-1)

VY ~ P2 T B
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