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TEEHY Webshell (i YIRS B nhE B B A A & s E H# B CHY kS
AZOEEAR I -

Webshell —fEAGIERG HEET S FoeRAVECEk - UEE LA SR
FHl Webshell » S GERVE HERERE R E TR RAE TR -
Webshell By ER/NAE] > (e 1T S EI R A EFEREIP L &
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Webshell 7] A FA EREAIDES R EES (4 HTML) 475 -
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1.

RRREASOH] © N EFEEAE Webshell » 1 /& 5L H AT E N AR ZHER
H Webshell & {H FHAVEEEE » 41 eval ~ assert ~ system 2 » Fitis tb4g H
HAE—20 73 M7 s ELEE DIREHY Webshell[2] - FII%17E Linux EREEHR A grep
5 » BfE Windows BREZH ] findstr {50 KT RER L F - 157
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FhRGAeHl - 72)0FE (sandbox ) B4 R HIEREE F1E{T Webshell » #Hl %
iR BB T AR E B S Ry S22 o 7548 HTTP (Hyper Text Transfer
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ANEmeEH PHP ~ ASP ¢ JSP EEEIAVAYE B Webshell » #G IRAL B4R EEE
(Compile) ZE4: - HAE ERHENZE X - HEA—EZHA - 0—HaEEAK

FEHTREEE R
<?php eval($_GET[cmd]); 2>

WAEAE LAY PHP 48 H T{ERRIRH— 30T - BiAsER B S8 emd REHE

BN ESMEE S - HIERMAILIEEXGES A HZE A S (Natural

Language ) - ##sH 5 00 M AHET S A2 &2 Webshell 222 IEFEHVHEHE -

— - BB S RHE
TEH Z85H = 81 Webshell FYMHBHITTE T » G RAVEH LS (Bag-of-

words ) ~ TF-IDF(Term Frequency—Inverse Document Frequency) 5z word2vec °
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3. Word2vec: Word2vec %5 Google i 2013 g EARE SR T E[S] -
Word2vec FF 457 5 CBOW ( Continuous Bag of Words ) #1 Skip-Gram [ feif&
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Fraal R R AREE A o BEE TR ST SO iy S AR T 1 B 408
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(Convolutional Neural Network, CNN)Ed LSTM ( Long Short-Term Memory ) 2
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£ 2019 FEH5 » Tao et al. [7T1H2HI PAYEHL Webshell #E7T RERAERH - $2EUAEEES
SYEYERE (Malicious Payload ) » FfLL TF-IDF /Y77 =i M EoklE B & -
K W4 BERF 2% J EFIi% (Multi-Layer Perception, MLP ) ~ CNN ~ LSTM %
R e B A i A Ag R 45 5 EE T~ CNN(Convolutional neural network)Ei LSTM(Long
Short-Term Memory)fJ#EffE#% (Accuracy ) 43 RIFEEF] 97.93%E1 97.12% » [ff MLP
RIRE 2 51 6 5 Y AEREAR 99.57% - {HETE IR Y CNN Bl LSTM - H A[fEEH
over-fitting (YIIRAHIR o ZAff Tao etal AR~ » SHMARSET{HE FAATEEA - (EHE
FPRH Github - {EAIRIFS] AR S A B A4 AE 2R -

Fy T %3 PHP A2 A RE & 2 N EATZ DA » NILA ST E A
{# R Zend /Y VLD ( Vulcan Logic Disassembler ) /3 EIE PHP 22 - VLD [y
B —IHEMEEA PHP 28 &% {Ft% (Opcode) » th5L/E PHP HYN{TEEIT

(Execution Unit) » #& A/ IEE TR AR % - W LB AT 75 - 41 Kang et

al.[811F PHP S o M EHE - FEDL TE-IDF #E{TiEA 1% - FEDIFT T2 IR RF-
AdaCost #E{TH| BREAS P IFHET - (HAEREREEF] 95.3% -

1F Word2vec FYFEFH | > Lv et al. [91A 2019 £E+¢ F Word2vec #:1T Webshell
TR  SEIRAEMEARE LY 70% » EJFRRAE Y H {8 H word2vec it Webshell | - H
SR S LA A BT - s A B R B — ffiER » BECEMER{R(K - I
Zhang et al.[10]j% 2020 24 DU K PHP 32 G S R ERE - W6 o) il H] TF-IDF J¢
Word2vec 3 By a5 » B DL XGBoost(eXtreme Gradient Boosting package) 3 #E1 T
ot %56 Word2vec HYMEREASAE T2 98.54% » 4= (i ] TF-IDF Y 96.49%
NGUYEN et al.[11A/Z A [ Yara j8 =@ 22 A 0 TE ARG HE PHP 48 EH
D2 B EAR > Fi PHP 886 R Eal - KRB ER{& DL CNN TR
IERAEA T S - (HAEREREEE] 99.0206 » MEASE Ko Iz A r] e 5 e - s oy [
& o 17 2021 £ » Zhou et al.[12]{F FHER/EREEL Word2vee KR #E1T » $¢FH LSTM 7
g AEREAS R E] 95.2% o (HEAMAVHBEETAGEEAE » A0 H R A 2 BRa0 - 37
Ko BIIA Aletal [1315542 H DAERIEET (Ensemble Learning ) A fRBEA{EUHI 7=
WL-LSMR - WL-LSMR #y 7 A2 FH#EdE 0] (Logistic Regression ) ~ T & [a &
% ( Support Vector Machine ) ~ MLP EifiEf& x4k ( Random Forest ) 2 & B0 LT
SHE 0RO S S PSR R AR A 17 o HE SR By - O B R Al 2 94.19%
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®  Webshell : github {5 i S AEHT Webshell Ek} > 2GFEAIFE 2 Fr7 > PHP
e B ILET 4739 (i -

® FHEEEA : DIFAURIATEMN 2405 T > SRR 3 Fow - PHP fEZEgdt:
T 6925 i -

Z% 2 * github _|-fy Webshell Z 5

o | dEHE

1 https://github.com/tennc/webshell
https://github.com/bartblaze/PHP-backdoors
https://github.com/b374k/b374k

https://github.com/JohnTroony/php-webshells
https://github.com/x17dev/webshell
https://github.com/Black Arch/webshells
https://github.com/fuzzdb-project/fuzzdb

https://github.com/LuciferoO/webshell-collector
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https://github.com/ysrc/webshell-sample
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https://github.com/webshellpub/awsome-Webshell
https://github.com/Icatro/PHP-Webshell-Bypass- WAF
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https://github.com/linuxsec/indoxploit-shell
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1 Word Press https://github.com/WordPress/WordPress
2 Joomla https://github.com/joomla/joomla-cms
3 Laravel https://github.com/laravel/laravel
4 phpMyAdmin https://github.com/phpmyadmin/phpmyadmin
5 phppgadmin https://github.com/phppgadmin/phppgadmin
6 phpBB https://github.com/phpbb/phpbb
T A
1. BEARHUS : i Ealthy4EsE - 1 github HEVISHHEE Webshell k7 (F#HJ PHP
TEZE
2. EERsEE Rt R LSET - PHP fEFERGHARE RIS HTML 1253
Hbk - ACEHY PHP f2ZCHEAVHEL 7Y - 400 1 AT -
3. [HEAbERPE KRR R Y PHP 8 DA )7 Ui Ry (o & -
4. BEASE RS E Fall| SREDHEAE R - LRIy 6L 4 -
5. CNNZEE : (FH] CNN AGETHI|SRER RS - 5% E epoch fy 500 > FEH]
& R A PR R Bpeg A it 2 0.998 -
6. SEREIR  EtRINVEMREAHRBEE R -
//This is an one word webshell "E"%
<?php eval(S_GET[cmd]); ?> GET
cmd
1 © EFRHEEH
= ~ CNN #its

HAFIER ] CNN Ry o U EDE - A alE 2 Fos - B2 5

1. GEE  Tf5RH T =(EEEEETRHEULE - filter size 7375
14,15,16 » gt 4B By 128 » activation function {8 Relu °

2. MbfE: EREERVERIREEE - DU AR E AR B R -

3. 2 DL softmax #1758 > WiLA crossentropy i BB pRE -
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4. F%E dropout PHELE 0.5 FKHEEGR overfitting » FEE(LESFy Adam »
B R 0.001

L Input Layer J

b

~
Embedding
/\ j\
™y
L Convild_1: ConvlD Convld_2: ConviD Convld_3: ConvlD J
M A
¥ /
L Concatate:concat J
Y
y
Max_PoolinglD
A A
y
flattern
A A
™y
L dropout
i A
.
L softmax
A

2+ AEERHY CNN 2844

g~ SHdiRAE
Webshell #7355 Ha0Ml - FMTEBEES -
® TP (True Positive) —E &k True » TEH|Fy Positive o TEHIAY4E SLEBLE
KESUEE - B -

® TN (True Negative) —E[& 5y False » TEHI & Negative o T8 HIFY4E 5B
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BIEENAERE - TR ERRME -

® FP(False Positive) — &% 5y False » TEHI &y Positive o FEHIAY4S BB E
PEWESCANE - 7 R Rba T -

® TN (False Negative) —BR[I'E & & True » TEHI & Negative - TEHIAYSE 5
BIEIRENARE - TR -

M DAS FECEREER (Accuracy) ~ F5HEZ (Precision) ~ 7 [B[2& (Recall) ~ 7 F

581 (F1_score)Eiz5 H]>% (False Positive Rate, FPR) » ZHE/\=41F -

REMERHE Ay LT VB (TP K TN) BRGEBCAHYEER -

TP+TN ( 1 )

Accurary = ——
y TP+FP+FN+TN

TRV IE 2 R H ISR AR BRSO EE R -

.. TP
Precision = (2)
TP+FP

1 [ERYE 22 Ry I VERR LA PEER R M 2 MIRVEER -

TP
Recall = —— (3)

F1_score FZKHT & Iy MAMARISHERE By — M fE 1T - T [RINFRER 1 o A ALY
PR A B2 > B0 R B A RN 4 [B R AR P45 -

2TP
F1_score = —— (4)
2TP+FP+FN

FPR s (BIG MERR DABRA R B E fE P T

FP
FPR = FP+TN (5)

{h ~ EEE RIS R
FAMFEA PHP IEE A (White ) 3£ 6925 {[EfgE2< - PHP Webshell 3749 {[EfE

ZEE TR o S SRELHEREEMLLG By 6:4 - EERAY F AR ISR = R S 1
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1,08y CDX £ (https://cdx.nche.org.tw ) A Ubuntu 18.04 ~ CPU {fi [ 16 #%
sCIEAG(H ] 32GB - EEE{E Epoch 43 SHZE RIS » 3| RHIFHIZY 6 /NG -

SCET R YA B A A E BAE BRSO L A13R 4 B o m] DURLEIFAMIRY 77724
R EA Y T ALE R B S - HAF RS R E S - AHER Tao etal [FFEBRA] CNN

097772 BT R AR S B TE E R e Tt LN T A » iR e B S i T
H X RS T R RIMA 5 e YRR -
Z% 4: PHP Webshell & Ep4E 5
EHE TR MR | FEER A | P FL o8 | 5
Accuracy | Precision Recall F1 score FPR
Tao et al.[7] 97.93% 96.13% 99.34% 97.7% N/A
Kang et al.[8] 95.3% 95.36% 95.06% N/A 4.48%
Lv et al.[9] 99.5% 99.2% 99.7% 99.4% N/A
Zhang et al.[10] 98.8% 99.75% 98.71% N/A N/A
Nguyen et 99.02% 99.04% 99.02% 99.03% 1.47%
al.[11]
Zhou et al.[12] 95.2% N/A N/A N/A N/A
Al al[13] 94.28% 99.14% N/A N/A N/A
IV ITA 99.83% 99.79% 99.72% 99.75% 0.21%

H AT A FUR G = A2 2 T 5 > 40 Shell Detector[ 14181 PHP Malware
Finder[15]1% > {HE 11y Web Shell Detector .84 7 FE AR 5B HT R A4 ALL#EL -
FHIVBHBITEZRARAEFAFEZEN D JE[16] - BEAEFIHREZEN
WEBDIR+[17]%5 275 44117 Webshell 0] T . - 51 Webshell £ A$H 4, 2787 &
EZEELE T BAEAELE 58405 5 o « B TLLRE] D JERVFRIAES php-
malware-finder 82 WEBDIR+E4f - {H3)4 A ELFRAMAY 774 BT - AT LAUEE Y
PHP A i 6652 {[EE{THR0H] » (B HERA (G IEEI0ZR 6 s » Tt al &
PRI AR 2 B 45 R P R -

7% 5: DL Webshell #1778 H A g f] T BLEL#EAE SR

THFHE PR | BRER it
D& 2583 92.68% 2021 F£ 7 A 5 HiRA
php-malware-finder | 2104 75.6%
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WEBDIR+ 2447 87.8% 2021 £ 8 H 2 HigAl

HM A 2774 99.53%
72 6: B R R T ELAVSP A E L

T HaHdb HETER TR | AEE | P Fl o8 | ESER

Accuracy Precision Recall F1 score FPR
D & 97.69% 99.46% | 92.68% 95.95% 0.21%
php-malware- 92.29% 97.95% | 75.49% 85.26% 0.66%
finder
WEBDIR+ 96.39% 100% 87.8% 93.5% 0%
I I7% 99.92% 99.89% | 99.85% 99.87% 0.05%
e ~ &ham

TGS Webshell #HE AFI4E0E T - EEEEIEE AR O N TS
B BOR B2 > BTSRRI A RS K > [HEmEEEE AN B - ¥
&L NBIOR— KPR - FAMTEASC PR T —EARHY T4 - #2350 PHP
5 R R (RS > T2 PHP JFUGHE SIS A PR R I A Ry aal S35 - B 2R
H CNN YRy - 1Z 385/ SR TN PHP 22 S ik A T B S (HS - HERGE RG]
PP YT R EEE T 99.83%HYAERER - BIGIER By 0.21% » R E Y
| SR s AR R N T HET T B IR e 2 He LUE 2B BR e R R T T2
> R - ONN S ELE R RE nlf5 15 Y RAN Webshell 2% (]
ARACHT HEE R MR A e 2 A A2 2UEE 156 = 41 ASPNET » Java ~ Python
F > BRI EL AN BT 1EFE ZARHAIH) Webshell Zr#E
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