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Abstract

In recent years, criminal organizations and cybercriminals globally have extensively used
cryptocurrencies, such as Bitcoin, for money laundering and cross-border transfers in attempts to evade
detection by law enforcement agencies. In response to this situation, governments around the world
have been formulating relevant laws and policies to recover assets obtained through these criminal
activities. In this process, acquiring private keys or mnemonic phrases has become crucial, with the
mnemonic phrase being particularly important as it is the core information for restoring and accessing
encrypted wallets. We have observed that if law enforcement cannot immediately seize the
cryptocurrencies during actions, it may lead to the rapid transfer of assets to other wallets, significantly
increasing the complexity of tracking. To address this issue, this study developed an innovative
forensic method based on deep learning. This method focuses on the rapid analysis of suspicious
documents that may contain mnemonic phrases, such as browser cache files on criminals' computers
or text documents used to hide mnemonic phrases. To enhance the versatility and flexibility of the
method, we particularly emphasize the use of natural language processing (NLP) technology,
supporting mnemonic phrases in up to 11 languages, including English and Chinese. Additionally, we
employed four types of NLP deep learning models—LSTM, BiLSTM, RNN, and TextCNN—for
comparison and evaluation to ensure the accuracy and effectiveness of our identification method,
achieving an accuracy rate of 99%. This method is not only efficient, with an improvement of 80.27
times, but also highly practical and versatile, capable of adapting to various forensic environments and

requirements.
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Parameters Values
MAX_NB_WORDS 95460
MAX_SEQUENCE_LENGTH 12
EMBEDDING_DIM 50
LSTM_UNITS 64
DENSE_UNITS 64
DROPOUT_RATE 0.5
Epochs 100
Batch Size 32
Optimizer Adam
Fully Connected Layer activation RelLU
Output Layer Sigmoid
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v
embedding_input | mput: | [(None, 12)] dropout | mput: | (None, 5, 128)
InputLayer output: | [(None, 12)] Dropout | output: | (None, 5, 128)
embedding | input: (None, 12) global_max_poeolingld [ mput: | (None, 5, 128)
Embedding | output: | (None, 12, 50) GlobalMaxPoolinglD | output: | (None, 128)
convld | mput: (None, 12, 50) denge | input: | (None, 128)
ConvlD | output: | (None, 10, 128) Dense | output: | (None, 64)
max_poolingld | mput: | (None, 10, 128) denge 1 | input: | (None, 64)
MaxPoolinglD | output: | (None, 5, 128) Dense | output: [ (None, 1)
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