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Abstract

With the advancement of information technology and the simultaneous reduction
in computational hardware costs, continuous optimization of software technologies has
facilitated the widespread use of deep learning techniques by lowering entry barriers.
However, unscrupulous individuals exploit deepfake technology to manipulate audio,
creating deceptive audiovisual content and disseminating misinformation. The
profound impact of deepfake audiovisual content on people's lives underscores the
escalating importance of detecting such deceptive audio. Concurrently, leveraging deep
learning models, research in the field of speech emotion recognition has flourished.
Scholars can extract emotional features from audio using neural networks for emotion
categorization tasks. This study establishes two systems: a baseline system and an
enhanced system. The baseline system transforms deepfake audio datasets into MFCCs

( Mel-Frequency Cepstral Coefficients ) and utilizes an XGBoost (eXtreme Gradient
Boosting) classifier for classification tasks. Performance is recorded using the
ASVSPOOF (Automatic Speaker Verification Spoofing and Countermeasures
Challenge) dataset in English and the CFAD (A Chinese Dataset for Fake Audio
Detection) dataset in Chinese. The enhanced system, on the other hand, first trains a
speech emotion recognition system based on the EfficientNet model through transfer
learning. This system is fine-tuned with the Ryerson Audio-Visual Database of
Emotional Speech and Song (RAVDESS). The resulting speech emotion recognition
system is integrated into the baseline system by combining Mel Frequency Cepstral
Coefticients with extracted emotional feature vectors. The combined input is then
classified using the XGBoost classifier, and performance metrics are recorded.
Experimental results demonstrate that the enhanced system outperforms the baseline
system across various evaluation metrics, indicating that the integration of a speech
emotion recognition system enhances the capability of deepfake audio detection

systems.

Keywords: Deepfake Audio Detection, Speech Emotion Recognition, Transfer

Learning.
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(=) FrHpEFEES (Central Processing Unit » CPU ) :
Intel-Pentium-Gold-G6405-4.10GHz -

(=) FBEFHGCIERE (Random-access memory, RAM ) :
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B~ GG R EELE S

— ~ EEsE R e
RERR AR « TR - AEE - F1 S8R FNE R ER B4 T HE
TEEEIE(E e A RE AT - JRIEAEFH F Spoof {032 F5HIER ~ bonafide (X,
RREE > SHEEBBEZHAERAAT
(—)VERMER R E RPN E - EFGME (True Positive » TP) ©
(D) ERHMES Y Ry EH BRSSP Rt {BFatE (False Negative » FN) ©
(Z)ERHER T s ALY ETE N B E - (B (False Positive » FP) o
() B R a8 o3 8 R i B R S ST o fli © EL P21 (True Negative » TN) o
(H)E 5% (True Positive Rate, TPR) :

TPR = TP/(TP + FN) (1)
(75) (/585143 (False Positive Rate, FPR) :
FPR = FP/(FP + TN) 2)
(t)#Eh#E= (Accuracy ) :
Accuracy = (TP + TN)/(TP + TN + FP + FN) (3)
(/\)FEHEZ (Precision) :
Precision = TP/(TP + FP) (4)

(JL) A [EZE (Recall) -

Recall =TP/(TP + FN) %)

(+)F1 7384 (F1_score) :

F1_score = 2/(1/Precision + 1/Recall) (6)

() E EER Euli43 (Receiver Operating Characteristic Curve, ROC
Curve) : HEBBEERAVESGME ~ (RI2M - (SIS MEM B EEUE KRG
HEGMERBULAIG R - DUBSERR X il - EEERR Y sk
ta BLRCE R E R R -

(+ ) BE EER Eh 4 T EifE (Area Under the Curve of ROC, AUC) :
AUC ZEat R R ER 4 T 7R - HEUEME 0~1 2/ -
# AUC S{E kS 2 AU RE T -
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0.9006 - JE AT » BERGMERH T2 7.17 ~ (Rlzt R E 72 1.67 -
B R E 532 0.92 ~ HFEMRAE 572 90.25 o FRCE IR ER ik
(REAE-FR o JREEEE A =R
2. MWRALR
{E PSSO (i A& R ASVSPOOF 113458 S 4t HlIEE & 14
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TEFF i 4R THEE R 09166 - HIGMERAE T2 742 ~ (RfetE R E
2 142 ~ (EIGMERE 2 0.58 ~ EFeME R E 572 90.58 - BACE
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FERE By 0.9900 ~ ZH[E% 5 0.9817 ~ F1 43805 0.9858 ~ B HalE
FHEh 4y THTE Ry 0.9859 « EHIGMERE T2 49.42 ~ {BFEME R E 5
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0.9557 ~ FEUCERIERH R4 T HITE R 0.9654 - EfGMERE T2
26.96 ~ Bt RET 2 1.62 ~ B RETZ 0.88 ~ HfgthH
532 70.54 - FEERER R EAE 1+ R o JRIEEFEAE
+LEAR

MR AR

{E PSSO (it A& R ASVSPOOF il FHr SR A i s
ERHE CFAD {EHE 58 2 40 RIE S B G PR 24l XGBoost 7355
SEARHIRRE LN T © ERER R 0.9804 ~ KETEE By 0.9747 ~ H[E[%
By 0.9563 ~ F1 778 Ry 0.9654 ~ B EHRAERiEh 4 T 8 B
09732 - ElGMEEE T2 2733 ~ 1B BE T2 1.25 ~ 1B B
432 0.71 ~ EFeM B4 70.71 o BRE /R 45 ] 40 e
+ZHUR o SEEEEAE TR e

T FERGET RN AR ERERERR

REBEEN| MEHEER | WiE | BWE | G | Fipl | ROCFER
Bkl b NS (Accuracy ) | (Precision) (Recall) (F1 _score) (AUC)
FHAEZ L
AR 0.9741 0.8863 09111 0.8470 0.9006
(XGBoost )
ASVSPOOF =y
IR 0.9800 0.9275 0.8394 0.8812 0.9166
( SER+XGBoost ) ‘ ’ ’ ’ ’
FHAE L4
AR 0.9800 0.9915 0.9686 0.9799 0.9801
CFAD (XGBoost)
SR A 0.9858 0.9900 0.9817 0.9858 0.9859
( SER+XGBoost ) ’ ’ ’ ) ’
ASVSPOOF (XGBoost) 0.9750 0.9684 0.9433 0.9557 0.9654
A CFADIR DR
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ROC Curves - CFAD
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