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Abstract

With the rapid development of blockchain technology, the transaction of cryptocurrencies is
also increasing However, the encryption and anonymity of blockchain technology have made
cryptocurrencies a preferred tool for criminals to engage in illegal transactions and money laun-
dering. Therefore, ensuring the security and legality of transactions and effectively identifying
risks in cryptocurrency trading have become critical challenges. This study uses blockchain
transaction transparency to develop deep learning models that identify transaction types, pre-
dicts risks, and address cryptocurrency trading security issues.

This study extracted 26,560 transaction records of "high-risk,” "mixer,” and "legal” smart
contracts from the Etherscan, aligning with the data accessible to law enforcement. This study
employs four deep learning models: 1D Convolutional Neural Network (1D-CNN), Temporal
Convolutional Network (TCN), Long Short-Term Memory (LSTM), and Gated Recurrent Unit
(GRU). The features for model identification are transaction time difference, gas fee, and trans-
action count. Experimental results show that the TCN model excels in accuracy, precision, re-
call, and F1 score, each over 83%. Since recall measures the proportion of correctly identified
positive samples, this study aims to improve it for thorough detection of high-risk transactions.
Confusion matrix analysis showed that the TCN model achieved 87.03% recall, while the
LSTM model reached 94.34%. The results indicate that these deep learning models perform
well in detecting illicit financial flows. Finally, this study proposes a rule-based integration
model that selectively uses the LSTM or TCN model based on category performance to achieve
optimal results. This model ensures stability, improves high-risk transaction identification, and

offers a new perspective for cryptocurrency risk management, significantly enhancing risk de-
tection.
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(4) F1 73%(F1 Score): BISHERENT A [BRAVEHRIEL - Rl &= EASHEE A H (]
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